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Unit 1 – Coding Theory: Foundations and
Principles
1.1 Fundamentals of Information Theory
Information theory forms the backbone of coding theory, providing tools to measure and manipulate
information. It introduces key concepts like entropy, which quantifies uncertainty in messages, and mutual
information, which measures shared information between variables.

These fundamentals lay the groundwork for understanding source coding, which compresses data, and
channel coding, which protects against transmission errors. Together, they enable efficient and reliable
communication systems, crucial for modern digital technologies.

Information Measures

Entropy and Information Content
• Entropy quantifies the amount of uncertainty or randomness in a message or system

• Measured in bits, with higher entropy indicating more uncertainty and less predictability

• For a discrete random variable  with probability distribution , entropy is defined as:

• Information content measures the amount of information gained when a particular event or symbol is
observed

• Also measured in bits, with less likely events having higher information content

• For an event  with probability , information content is defined as: 

• The relationship between entropy and information content

• Entropy is the expected value (average) of the information content across all possible events or
symbols in a system

• Higher entropy systems have a more uniform distribution of information content across events, while
lower entropy systems have information content concentrated in fewer events

Mutual Information and Bits
• Mutual information measures the amount of information shared between two random variables

• Quantifies the reduction in uncertainty about one variable given knowledge of the other

• For random variables  and , mutual information is defined as: 

• High mutual information indicates a strong relationship or dependency between variables, while low
mutual information suggests variables are more independent

• Bit, a fundamental unit of information

• Binary digit, representing one of two possible states (0 or 1)



Fiveable archived study guides Page 3

• Used to measure entropy, information content, and mutual information

• Bits can be combined to represent more complex information (8 bits in a byte, representing 256
possible values)

Coding Fundamentals

Source and Channel Coding
• Source coding involves representing information from a source efficiently

• Aims to reduce redundancy in the source message while preserving its essential content

• Examples include data compression techniques like Huffman coding or run-length encoding

• Channel coding adds redundancy to the message to protect against errors during transmission

• Introduces controlled redundancy to enable error detection and correction

• Examples include error-correcting codes like Hamming codes or convolutional codes

• The interplay between source and channel coding

• Source coding removes redundancy to minimize the amount of data to be transmitted

• Channel coding adds redundancy to ensure reliable transmission over a noisy channel

• The goal is to find an optimal balance between compression and error protection based on the
characteristics of the source and channel

Data Compression, Redundancy, and Symbols
• Data compression reduces the size of data by removing redundancy

• Lossless compression removes redundancy without losing information (Huffman coding, Lempel-Ziv
algorithms)

• Lossy compression removes both redundancy and some less important information (JPEG for
images, MP3 for audio)

• Redundancy refers to the presence of duplicate or unnecessary information in a message

• Can be inherent in the source (e.g., repeated patterns in an image) or introduced intentionally for error
protection

• Removing redundancy is key to efficient data compression

• Symbols are the basic units of information in a message

• Can be bits, characters, or more complex entities depending on the context

• The choice of symbol representation affects the efficiency of source coding and the effectiveness of
channel coding

• Examples include binary symbols (0 and 1), ASCII characters (8-bit symbols), or QAM symbols in
digital modulation
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Communication Challenges

Noise and Its Impact on Communication
• Noise refers to any unwanted disturbances or interference that can corrupt a signal during
transmission

• Can be external (e.g., electromagnetic interference) or internal (e.g., thermal noise in electronic
components)

• Introduces errors in the received message, leading to a mismatch between the transmitted and
received information

• Types of noise

• Additive white Gaussian noise (AWGN): common model for thermal noise, adds random values to the
signal

• Impulse noise: short, high-amplitude disturbances (e.g., switching noise, lightning)

• Fading: variations in signal strength due to changes in the transmission medium (e.g., multipath fading
in wireless channels)

• Techniques to mitigate the impact of noise

• Channel coding: adding redundancy to the message to enable error detection and correction

• Modulation: choosing a modulation scheme that is more robust to noise (e.g., PSK over QAM in
high-noise environments)

• Equalization: compensating for the effects of the channel on the signal (e.g., adaptive equalization in
wireless communications)

• Diversity: using multiple copies of the signal to increase the chances of correct reception (e.g., time,
frequency, or spatial diversity)

1.2 Shannon's Theorems and Channel Capacity
Shannon's theorems and channel capacity are foundational concepts in coding theory. They establish
limits on data compression and transmission rates, shaping how we design communication systems.
These ideas help us understand what's possible in information transfer and guide the development of
efficient coding techniques.

The theorems introduce key concepts like entropy, channel capacity, and the Nyquist rate. These form the
basis for modern communication technologies, from data compression algorithms to error-correcting
codes. Understanding these limits is crucial for creating reliable and efficient information systems in today's
digital world.

Shannon's Theorems

Source Coding Theorem
• Shannon's source coding theorem establishes the fundamental limits of lossless data compression

• Proves that it is impossible to compress data beyond a certain limit without losing information
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• The limit is determined by the entropy of the source (a measure of the average information content per
symbol)

• The theorem states that for a given source with entropy , the average codeword length of any
uniquely decodable code cannot be less than 

• This means that the best possible compression is achieved when the average number of bits per
symbol equals the entropy

• Practical implications of the source coding theorem

• Provides a benchmark for evaluating the efficiency of data compression algorithms (Huffman coding,
arithmetic coding)

• Helps in designing optimal compression schemes that approach the theoretical limit

Channel Coding Theorem
• Shannon's channel coding theorem establishes the maximum rate at which information can be reliably
transmitted over a noisy communication channel

• Proves that reliable communication is possible as long as the information rate is below the channel
capacity

• The theorem introduces the concept of channel capacity , which is the maximum rate at which
information can be transmitted with arbitrarily low probability of error

• The capacity depends on the properties of the channel, such as the signal-to-noise ratio and
bandwidth

• Implications and applications of the channel coding theorem

• Provides a theoretical foundation for the design of error-correcting codes (convolutional codes, turbo
codes)

• Helps in determining the achievable data rates in communication systems (wireless networks, satellite
links)

Noisy-Channel Coding Theorem
• The noisy-channel coding theorem combines the ideas of source coding and channel coding

• Establishes the conditions for reliable communication over a noisy channel when source coding and
channel coding are used together

• The theorem states that reliable communication is possible if the source entropy  is less than the
channel capacity 

• This means that the source can be compressed to a rate below the channel capacity, and then
error-correcting codes can be used to achieve reliable transmission

• Applications and significance of the noisy-channel coding theorem

• Provides a framework for designing end-to-end communication systems that efficiently compress and
protect data

• Enables the development of joint source-channel coding techniques that optimize the overall
performance
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Channel Capacity

Definition and Factors Affecting Channel Capacity
• Channel capacity is the maximum rate at which information can be reliably transmitted over a
communication channel

• Measured in bits per second (bps) or bits per channel use

• Factors that influence channel capacity

• Signal-to-noise ratio (SNR): the ratio of the signal power to the noise power in the channel

• Higher SNR generally leads to higher channel capacity

• Bandwidth: the range of frequencies available for signal transmission

• Wider bandwidth allows for higher data rates and increased capacity

• Channel characteristics: the physical properties and impairments of the channel (fading, interference)

Calculating Channel Capacity
• The channel capacity  is given by Shannon's formula: 

•  is the channel bandwidth in hertz (Hz)

•  is the signal-to-noise ratio (SNR)

• Example calculation: For a channel with a bandwidth of 1 MHz and an SNR of 20 dB (100 in linear
scale), the capacity is  Mbps

• Capacity of different channel models

• Additive white Gaussian noise (AWGN) channel: 

• Band-limited channel: 

• Fading channels (Rayleigh, Rician): capacity depends on the fading distribution and channel state
information

Information Rate and Capacity Approaching Techniques
• Information rate is the actual rate at which information is transmitted over a channel

• Must be less than or equal to the channel capacity for reliable communication

• Techniques to approach channel capacity

• Advanced modulation schemes (QAM, OFDM) that efficiently utilize the available bandwidth

• Error-correcting codes (LDPC codes, polar codes) that enable reliable communication close to the
capacity limit

• Adaptive resource allocation (power allocation, rate adaptation) based on channel conditions
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Sampling and Limits

Nyquist Rate and Sampling Theorem
• The Nyquist rate is the minimum sampling rate required to avoid aliasing and perfectly reconstruct a
bandlimited signal

• Defined as twice the highest frequency component in the signal

• The sampling theorem, also known as the Nyquist-Shannon sampling theorem, states that a
bandlimited signal can be perfectly reconstructed from its samples if the sampling rate is greater than or
equal to the Nyquist rate

• If the sampling rate is less than the Nyquist rate, aliasing occurs, and perfect reconstruction is not
possible

• Example: For an audio signal with a maximum frequency of 20 kHz, the Nyquist rate is 40 kHz

• Sampling at 44.1 kHz (CD quality) or 48 kHz (professional audio) ensures perfect reconstruction

Shannon Limit and Channel Capacity
• The Shannon limit, also known as the Shannon capacity, is the maximum achievable data rate for a
given channel with a specified bandwidth and signal-to-noise ratio

• Represents the fundamental limit on the amount of information that can be reliably transmitted over a
channel

• The Shannon limit is closely related to the channel capacity, as it determines the maximum rate at
which information can be transmitted with arbitrarily low probability of error

• Approaching the Shannon limit

• Advanced coding techniques (turbo codes, LDPC codes) that achieve performance close to the
theoretical limit

• Adaptive modulation and coding schemes that adjust the transmission parameters based on the
channel conditions

• Practical implications and challenges

• Designing communication systems that operate close to the Shannon limit is a key goal in wireless
communications

• Factors such as channel estimation errors, interference, and hardware limitations can limit the
achievable performance in practice

1.3 Error Detection and Error Correction
Error detection and correction are crucial in coding theory. These techniques ensure reliable data
transmission by identifying and fixing errors in transmitted messages. They use methods like parity checks
and Hamming distance to spot mistakes.

Forward Error Correction and Automatic Repeat Request are two main approaches. FEC adds redundancy
for error correction, while ARQ uses error detection and retransmission. Understanding these concepts
helps create robust communication systems that can handle both burst and random errors.
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Error Detection Techniques

Parity Check and Hamming Distance
• Parity check adds an extra bit to a binary code to make the total number of 1s either even (even
parity) or odd (odd parity)

• Used to detect single bit errors in a code

• Hamming distance measures the number of bit positions in which two codewords differ

• Calculated by comparing the bits at each position and counting the number of differences

• A code with a minimum Hamming distance of  can detect up to  errors

Minimum Distance and Syndrome
• Minimum distance of a code is the smallest Hamming distance between any two distinct codewords

• Determines the error-detecting and error-correcting capability of a code

• A code with minimum distance  can detect up to  errors and correct up to  errors

• Syndrome is the result of applying the parity check matrix to a received codeword

• Used to identify the presence and location of errors in a received codeword

• A syndrome of all zeros indicates no errors, while a non-zero syndrome suggests the presence of
errors

Error Correction Methods

Forward Error Correction (FEC)
• Forward error correction adds redundancy to the transmitted data to enable error correction at the
receiver

• Sender encodes the message using an error-correcting code before transmission

• Receiver decodes the received codeword and corrects errors, if any, without requesting
retransmission

• Suitable for one-way communication or when retransmission is costly or impractical (deep space
communication)

Automatic Repeat Request (ARQ)
• Automatic repeat request is an error control technique that uses error detection and retransmission to
ensure reliable data transfer

• Sender encodes the message with an error-detecting code and transmits it

• Receiver checks for errors using the error-detecting code

• If no errors are detected, the receiver sends an acknowledgment (ACK) to the sender

• If errors are detected, the receiver discards the received data and sends a negative acknowledgment
(NACK) to request retransmission
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• Suitable for two-way communication with a reliable feedback channel (TCP)

Types of Errors

Burst Errors
• Burst errors are contiguous sequences of bit errors that occur in a transmitted message

• Caused by external disturbances, such as electromagnetic interference or fading in wireless channels

• Tend to affect multiple bits in a row, making them more challenging to detect and correct than random
errors

• Burst error-correcting codes, such as Reed-Solomon codes, are designed to handle burst errors
effectively

Random Errors
• Random errors are isolated, single-bit errors that occur independently in a transmitted message

• Caused by noise in the communication channel or hardware imperfections

• Occur with a certain probability, typically lower than the probability of burst errors

• Random error-correcting codes, such as Hamming codes and low-density parity-check (LDPC) codes,
are well-suited for correcting random errors

1.4 Overview of Coding Techniques
Coding techniques are the backbone of reliable digital communication. They add redundancy to data,
allowing errors to be detected and corrected. From simple block codes to advanced turbo codes, these
methods ensure our messages get through noise and interference intact.

Different codes suit different needs. Block codes work on fixed chunks, while convolutional codes handle
streams. Linear and cyclic codes offer efficient processing. Understanding these techniques helps us
choose the right tool for each communication challenge.

Types of Codes

Block and Convolutional Codes
• Block codes operate on fixed-size blocks of data, adding redundancy for error detection and correction

• Examples include Reed-Solomon codes and low-density parity-check (LDPC) codes

• Convolutional codes operate on continuous streams of data, generating parity bits based on the
current and previous input bits

• Commonly used in applications with memory constraints or where data arrives in a continuous stream
(satellite communications)

Linear and Cyclic Codes
• Linear codes are codes where any linear combination of codewords is also a codeword

• Allows for efficient encoding and decoding using linear algebra techniques
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• Cyclic codes are a subclass of linear codes where any cyclic shift of a codeword is also a codeword

• Enables efficient implementation using shift registers and polynomial arithmetic

• Examples include Reed-Solomon codes and Bose-Chaudhuri-Hocquenghem (BCH) codes

Advanced Coding Techniques
• Reed-Solomon codes are non-binary cyclic codes that work well for correcting burst errors

• Widely used in storage devices (CDs, DVDs) and digital communication systems

• Turbo codes achieve near-Shannon limit performance by using parallel concatenated convolutional
codes and iterative decoding

• Employed in 3G/4G mobile communication systems and deep-space communications

• Low-density parity-check (LDPC) codes are linear block codes with sparse parity-check matrices

• Provide excellent performance close to the Shannon limit and efficient iterative decoding algorithms

• Used in Wi-Fi (802.11), WiMAX, and digital video broadcasting (DVB) standards

Coding Processes

Encoding and Decoding
• Encoding is the process of adding redundancy to the original message to create a codeword

• Involves mapping the message to a codeword based on the chosen coding scheme

• Redundancy allows for error detection and correction at the receiver

• Decoding is the process of recovering the original message from the received codeword

• Utilizes the redundancy in the codeword to detect and correct errors introduced during transmission

• Decoding algorithms depend on the specific coding scheme used (Viterbi algorithm for convolutional
codes, belief propagation for LDPC codes)

Code Rate
• Code rate is the ratio of the number of information bits to the total number of bits in a codeword

• Denoted as , where  is the number of information bits and  is the codeword length

• A lower code rate implies more redundancy and better error correction capability at the cost of
reduced information throughput

• Choosing an appropriate code rate depends on the channel conditions and the desired balance
between error protection and data rate

• Examples:

• A code with  and  has a code rate of 

• The popular Reed-Solomon (255, 223) code has a code rate of 
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Unit 2 – Finite Fields and Linear Algebra
Foundations
2.1 Finite Fields: Structure and Properties
Finite fields are the building blocks of coding theory. They provide a structured mathematical framework for
creating and analyzing error-correcting codes. Understanding their properties and operations is crucial for
grasping the foundations of digital communication systems.

In this section, we'll explore the definition and characteristics of finite fields, including prime and extension
fields. We'll also dive into field elements, primitive elements, and the arithmetic operations that make finite
fields so powerful in coding applications.

Field Fundamentals

Definition and Characteristics of Finite Fields
• Finite field consists of a finite set of elements with well-defined addition and multiplication operations

• Closed under addition and multiplication, meaning the sum and product of any two elements in the
field is also an element of the field

• Commutative, associative, and distributive properties hold for both addition and multiplication

• Contains additive and multiplicative identity elements (0 and 1, respectively)

• Every non-zero element has a unique multiplicative inverse

• Characteristic of a finite field is the smallest positive integer  such that , where  is the
multiplicative identity

• For finite fields, the characteristic is always a prime number

• Number of elements in a finite field is always a power of the characteristic ( , where  is a positive
integer)

Prime and Extension Fields
• Prime field  is a finite field with  elements, where  is a prime number

• Elements of a prime field can be represented by integers 

• Addition and multiplication are performed modulo  (e.g., in ,  and )

• Extension field  is a finite field with  elements, constructed from a prime field 

• Elements of an extension field are polynomials of degree less than  with coefficients from the prime
field 

• Addition and multiplication of polynomials are performed modulo an irreducible polynomial of degree
 over 
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Field Elements and Properties

Primitive Elements and Multiplicative Order
• Primitive element of a finite field  is a generator of the multiplicative group of the field

• Every non-zero element can be expressed as a power of the primitive element

• For a field with  elements, the primitive element  satisfies  and  for

• Multiplicative order of an element  in a finite field is the smallest positive integer  such that 

• Primitive elements have multiplicative order , where  is the number of elements in the field

• Non-primitive elements have multiplicative orders that divide 

Irreducible Polynomials
• Irreducible polynomial over a field is a polynomial that cannot be factored into the product of two
non-constant polynomials with coefficients from the field

• Used to construct extension fields by performing polynomial arithmetic modulo the irreducible
polynomial

• Example:  is irreducible over  and can be used to construct 

• Existence of irreducible polynomials of every degree over any finite field guarantees the existence of
extension fields of any size

Field Operations

Field Arithmetic
• Addition and multiplication in finite fields are performed using the rules of the underlying prime field
and polynomial arithmetic

• Elements are represented as polynomials with coefficients from the prime field

• Addition is performed by adding the coefficients of like terms modulo the characteristic of the field

• Multiplication is performed by multiplying the polynomials and then reducing the result modulo the
irreducible polynomial used to construct the field

• Subtraction and division are defined in terms of addition and multiplication, respectively

• Subtraction of two elements is equivalent to adding the first element to the additive inverse of the
second element

• Division of two elements is equivalent to multiplying the first element by the multiplicative inverse of
the second element

Galois Fields
• Galois field  is another name for the finite field 

• Named after Évariste Galois, who laid the foundations for the theory of finite fields
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• Galois fields have important applications in various areas of mathematics and computer science

• Used in cryptography for designing secure communication protocols (e.g., Advanced Encryption
Standard (AES) uses arithmetic in )

• Used in coding theory for constructing error-correcting codes (e.g., Reed-Solomon codes use
arithmetic in Galois fields)

• Properties and operations in Galois fields are the same as those in finite fields, as they are just
different names for the same mathematical structure

2.2 Vector Spaces and Linear Independence
Vector spaces and linear independence are key concepts in linear algebra. They provide a foundation for
understanding the structure of mathematical systems used in coding theory.

These concepts help us analyze and manipulate data in multiple dimensions. By grasping vector spaces
and linear independence, we can better understand error-correcting codes and their properties.

Vector Spaces and Subspaces

Definition and Properties of Vector Spaces
• Vector space consists of a set  of vectors and two operations (vector addition and scalar
multiplication) that satisfy certain axioms

• Closure under vector addition: Adding any two vectors in  results in another vector in 

• Closure under scalar multiplication: Multiplying any vector in  by a scalar (real or complex number)
results in another vector in 

• Associativity of vector addition:  for all vectors , , and  in 

• Commutativity of vector addition:  for all vectors  and  in 

• Existence of additive identity: There exists a unique vector  (zero vector) such that  for all
vectors  in 

• Existence of additive inverses: For every vector  in , there exists a unique vector  such that

• Examples of vector spaces include

• : The set of all -tuples of real numbers 

• : The set of all -tuples of complex numbers 

• : The set of all polynomials of degree at most 

Subspaces and Their Properties
• Subspace is a non-empty subset  of a vector space  that is itself a vector space under the same
operations as 

• Closure under vector addition: If  and  are in , then  is also in 

• Closure under scalar multiplication: If  is in  and  is a scalar, then  is also in 

• Examples of subspaces include
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• The zero vector space  is a subspace of any vector space

• The set of all polynomials of degree at most  is a subspace of  for 

• To prove a subset is a subspace, show it satisfies the subspace properties or use the subspace test

• Subspace test: A non-empty subset  of a vector space  is a subspace if and only if for any
 and any scalar , we have  and 

Linear Combinations and Span
• Linear combination of vectors  in a vector space  is a vector of the form

, where  are scalars

• Coefficients  can be any scalars (real or complex numbers)

• Example: In , if , , and , then  is a linear
combination of , , and  with coefficients , , and 

• Span of a set of vectors  in a vector space  is the set of all linear combinations of
these vectors

• Denoted as  or 

• Span is always a subspace of 

• Example: In , the span of  and  is the -plane

Basis and Dimension

Basis of a Vector Space
• Basis of a vector space  is a linearly independent set of vectors that spans 

• Linearly independent: No vector in the set can be written as a linear combination of the other vectors

• Spans : Every vector in  can be written as a linear combination of the basis vectors

• Examples of bases include

• Standard basis for : , where  has a 1 in the -th position and 0s elsewhere

• Basis for : 

• Every vector space has a basis, and any two bases of a vector space have the same number of
elements

Dimension of a Vector Space
• Dimension of a vector space  is the number of vectors in any basis of 

• Denoted as 

• All bases of a vector space have the same number of elements, so the dimension is well-defined

• Examples of dimensions include

• 

• 
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• Dimension provides a measure of the "size" of a vector space

• Finite-dimensional vector space: A vector space with a finite basis (and thus a finite dimension)

• Infinite-dimensional vector space: A vector space that is not finite-dimensional

Coordinate Vectors
• Coordinate vector of a vector  with respect to a basis  is the unique -tuple

 such that 

• Represents  as a linear combination of the basis vectors

• Uniqueness follows from the linear independence of the basis vectors

• Example: In  with the standard basis , the coordinate vector of  is

• Coordinate vectors provide a way to represent vectors in terms of a basis

• Allows for computation and analysis using the coordinates rather than the vectors themselves

• Coordinate vectors depend on the chosen basis

Linear Independence

Definition and Properties of Linear Independence
• Set of vectors  in a vector space  is linearly independent if the equation

 has only the trivial solution 

• Equivalent to saying that no vector in the set can be written as a linear combination of the other
vectors

• Example: In , the vectors , , and  are linearly independent

• Set of vectors is linearly dependent if it is not linearly independent

• Equivalent to saying that at least one vector in the set can be written as a linear combination of the
other vectors

• Example: In , the vectors , , and  are linearly dependent, as

• Properties of linearly independent sets

• Any subset of a linearly independent set is linearly independent

• If a set contains the zero vector, it is linearly dependent

• In a vector space of dimension , any set of more than  vectors is linearly dependent

Determining Linear Independence
• To determine if a set of vectors  is linearly independent, solve the equation

 for the coefficients 

• If the only solution is the trivial solution , the set is linearly independent
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• If there are non-trivial solutions, the set is linearly dependent

• Example: To determine if the vectors , , and  in  are linearly
independent, solve the equation 

• This leads to a system of linear equations, which can be solved using techniques like Gaussian
elimination

• In this case, the only solution is , so the vectors are linearly independent

Importance of Linear Independence in Bases
• Linear independence is a crucial property for bases of vector spaces

• Ensures that each vector in the basis is not redundant and contributes to spanning the entire vector
space

• Guarantees that every vector in the vector space has a unique representation as a linear combination
of the basis vectors

• In a finite-dimensional vector space, a set of vectors is a basis if and only if it is linearly independent
and spans the vector space

• Linear independence ensures that the set is not "too large"

• Spanning ensures that the set is "large enough" to generate all vectors in the space

• Example: In , the standard basis  is linearly independent and
spans , making it a basis for the vector space

2.3 Matrices and Linear Transformations
Matrices and linear transformations are key concepts in linear algebra, crucial for understanding coding
theory. They provide a powerful framework for representing and manipulating data, allowing us to solve
complex problems efficiently.

Eigenvalues and eigenvectors are essential tools for analyzing matrices and their properties. They help us
understand how matrices transform space and are widely used in various applications, including data
compression and error correction in coding theory.

Matrix Fundamentals

Matrix Basics
• A matrix is a rectangular array of numbers arranged in rows and columns

• Denoted by a capital letter such as  or 

• Elements of a matrix are denoted by lowercase letters with subscripts indicating their position (
represents the element in the -th row and -th column)

• The size of a matrix is described by the number of rows and columns it contains (  matrix has 
rows and  columns)

• The main diagonal of a square matrix consists of elements where the row and column indices are
equal ( )

• A matrix is symmetric if it is equal to its transpose ( )
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• The transpose of a matrix is obtained by interchanging its rows and columns

Matrix Operations
• Matrix multiplication is a binary operation that produces a matrix from two matrices

• For matrices  and  to be multiplied, the number of columns in  must equal the number of rows in

• The resulting matrix  has the same number of rows as  and the same number of columns as

• Each element  of the product matrix is calculated by multiplying the elements of the -th row of 
with the corresponding elements of the -th column of  and summing the results

• The inverse of a square matrix  is denoted as  and satisfies the property ,
where  is the identity matrix

• Not all matrices have an inverse; matrices without an inverse are called singular or degenerate

• The inverse of a 2x2 matrix

is given by

, provided that 

• The determinant of a square matrix is a scalar value that provides information about the matrix's
properties

• Denoted as  or 

• For a 2x2 matrix

, the determinant is calculated as 

• A matrix is invertible if and only if its determinant is non-zero

Linear Transformations

Basics of Linear Transformations
• A linear transformation is a function  between two vector spaces  and  that satisfies the
following properties:

• Additivity:  for all 

• Homogeneity:  for all  and scalar 

• Linear transformations preserve the vector space structure and can be represented by matrices
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• For a linear transformation , there exists an  matrix  such that  for all

• The kernel (or null space) of a linear transformation  is the set of all vectors  in the domain such
that 

• 

Rank and Nullity
• The rank of a matrix  is the dimension of the vector space spanned by its columns (column space)

• Denoted as 

• The rank is equal to the maximum number of linearly independent columns or rows in the matrix

• The nullity of a matrix  is the dimension of its null space (kernel)

• Denoted as \nullity(A)

• The nullity is equal to the number of free variables in the solution of the homogeneous system 

• The rank-nullity theorem states that for a linear transformation , the dimension of the domain
 is equal to the sum of the rank and nullity of 

• \dim(V) = \rank(T) + \nullity(T)

Eigenvalues and Eigenvectors

Eigenvalue Basics
• An eigenvalue of a square matrix  is a scalar  such that there exists a non-zero vector  satisfying

• The vector  is called an eigenvector corresponding to the eigenvalue 

• Eigenvalues are the roots of the characteristic polynomial 

• To find the eigenvalues of a matrix , solve the characteristic equation 

• For a 2x2 matrix

, the characteristic equation is 

• The set of all eigenvalues of a matrix is called its spectrum

Eigenvector Basics
• An eigenvector of a square matrix  corresponding to an eigenvalue  is a non-zero vector  that
satisfies 

• Eigenvectors are only defined up to a scalar multiple; if  is an eigenvector, then so is  for any
non-zero scalar 

• To find the eigenvectors corresponding to an eigenvalue , solve the equation 
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• The solution set of this equation is the eigenspace corresponding to 

• The dimension of the eigenspace is called the geometric multiplicity of the eigenvalue

• Eigenvectors corresponding to distinct eigenvalues are linearly independent

• A matrix is diagonalizable if it has a full set of linearly independent eigenvectors

• A diagonalizable matrix  can be written as , where  is a diagonal matrix with the
eigenvalues on its diagonal, and  is a matrix whose columns are the corresponding eigenvectors

2.4 Polynomials over Finite Fields
Polynomials over finite fields are key to understanding coding theory. They're used to create and analyze
error-correcting codes, which are crucial for reliable data transmission. These polynomials have special
properties that make them useful in digital communications and cryptography.

In finite fields, polynomials behave differently than in real numbers. Irreducible and primitive polynomials
are especially important. They help build finite fields and generate all non-zero elements, which is essential
for creating efficient codes and ciphers.

Polynomial Basics

Fundamental Concepts and Properties
• Polynomial ring consists of polynomials with coefficients from a particular field or ring

• Polynomials in the ring can be added, subtracted, and multiplied according to the usual rules of
polynomial arithmetic

• Degree of a polynomial refers to the highest power of the variable in the polynomial

• Polynomials of degree 0 are constant polynomials

• Linear polynomials have degree 1 ( )

• Quadratic polynomials have degree 2 ( )

• Roots of a polynomial are the values of the variable that make the polynomial equal to zero

• Roots can be found by factoring the polynomial or using techniques like the quadratic formula (
 for quadratic polynomials)

Factorization and Decomposition
• Factorization involves expressing a polynomial as a product of lower-degree polynomials

• Factoring can reveal the roots of the polynomial (values that make the polynomial equal to zero)

• Example: , roots are  and 

• Polynomials can be factored over various fields or rings

• Factorization over the real numbers may differ from factorization over a finite field

• Polynomials that cannot be factored into lower-degree polynomials are called irreducible polynomials

• Irreducible polynomials play a crucial role in constructing finite fields and studying their properties
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Types of Polynomials

Irreducible and Primitive Polynomials
• Irreducible polynomial cannot be factored into lower-degree polynomials over a given field

• Analogous to prime numbers in the integers

• Example:  is irreducible over the real numbers but factors as  over the complex
numbers

• Primitive polynomial is a special type of irreducible polynomial

• Generates all non-zero elements of a finite field when used as the modulus for polynomial arithmetic

• Example:  is a primitive polynomial over GF(2) (binary field)

Cyclotomic and Minimal Polynomials
• Cyclotomic polynomial  is the polynomial whose roots are the primitive -th roots of unity

• Primitive -th roots of unity are complex numbers  satisfying  and  for 

• Example:  has roots  and , which are the primitive 4th roots of unity

• Minimal polynomial of an element  over a field  is the monic polynomial  of lowest degree such
that 

• Minimal polynomials are always irreducible over the base field

• Example: Minimal polynomial of  over the rational numbers is 
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Unit 3 – Linear Codes – Basics and
Properties
3.1 Generator and Parity Check Matrices
Linear codes use generator and parity check matrices to encode messages and detect errors. The
generator matrix creates codewords by multiplying with message vectors, while the parity check matrix
verifies if a received vector is valid.

These matrices have special forms that make encoding and decoding easier. The generator matrix in
systematic form shows message bits unchanged, while the parity check matrix in standard form helps
quickly spot errors in received vectors.

Generator and Parity Check Matrices

Generator Matrix and Systematic Form
• Generator matrix  generates all codewords of a linear code by multiplying it with all possible
message vectors

• Rows of  form a basis for the code

• For an  linear code,  is a  matrix

• Systematic form of a generator matrix has the form , where  is the  identity matrix
and  is a  matrix

• Systematic form allows for easy encoding and decoding

• Message bits appear unchanged in the first  positions of the codeword (information bits)

• Last  positions are parity bits, which are linear combinations of the message bits

Parity Check Matrix and Standard Form
• Parity check matrix  is used to check if a received vector is a valid codeword

• For an  linear code,  is an  matrix

• A vector  is a codeword if and only if 

• Standard form of a parity check matrix has the form , where  is the transpose of the
matrix  from the systematic form of the generator matrix

• Rows of  are orthogonal to the rows of , i.e., 

• Columns of  correspond to the parity bits in the codeword

Encoding and Decoding

Encoding Process
• Encoding is the process of converting a message vector  into a codeword 
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• For a linear code with generator matrix , the encoding process is 

• If  is in systematic form, the message bits appear unchanged in the first  positions of the codeword

• Linear independence of the rows of  ensures that each message vector maps to a unique codeword

• Rows of  form a basis for the code, spanning the entire codespace

Decoding Process
• Decoding is the process of recovering the original message vector  from a received vector 

• Compute the syndrome 

• If , then  is a valid codeword

• If , use the syndrome to determine the error pattern and correct the errors

• For systematic codes, the message bits can be directly read from the first  positions of the decoded
codeword

Matrix Properties

Rank of Generator and Parity Check Matrices
• Rank of the generator matrix  is equal to the dimension  of the code

• Rows of  are linearly independent

• Rank of  determines the number of information bits in each codeword

• Rank of the parity check matrix  is equal to , where  is the length of the codeword

• Rows of  are linearly independent

• Rank of  determines the number of parity bits in each codeword

Nullspace of Parity Check Matrix
• Nullspace (kernel) of the parity check matrix  is the set of all vectors  such that 

• Codewords of the linear code are the elements of the nullspace of 

• Dimension of the nullspace is equal to the dimension  of the code

• Nullspace of  is the rowspace of the generator matrix 

• Rows of  form a basis for the nullspace of 

3.2 Hamming Distance and Minimum Distance
Linear codes use Hamming distance to measure differences between codewords. This concept is crucial
for understanding error detection and correction capabilities. The minimum distance between codewords
determines how many errors a code can handle.

Hamming distance and minimum distance are key to designing effective coding schemes. They help
balance the trade-off between error control and code efficiency. These concepts are fundamental to
creating robust communication systems in the digital age.
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Hamming Distance and Minimum Distance

Measuring Differences Between Codewords
• Hamming distance quantifies the number of positions in which two codewords differ

• Calculated by comparing each position of the codewords and counting the differences

• Provides a metric for determining the dissimilarity between codewords

• Essential for understanding the error detection and correction capabilities of a code

Properties and Applications
• Minimum distance is the smallest Hamming distance between any two distinct codewords in a code

• Determines the error detection and correction capabilities of a code

• Larger minimum distance allows for better error detection and correction

• Hamming weight is the number of non-zero elements in a codeword

• Special case of Hamming distance when one codeword is the all-zero codeword

• Minimum distance is equal to the minimum Hamming weight of any non-zero codeword in a linear
code

Examples and Calculations
• Consider two binary codewords: 1011 and 0111

• Hamming distance is 1 because they differ in only one position

• For the code C = {000, 011, 101, 110}, the minimum distance is 2

• Smallest Hamming distance between any two codewords is 2 (e.g., between 011 and 101)

• In the code C = {0000, 1111}, the minimum distance is 4

• Codewords differ in all positions, resulting in a high error correction capability

Error Detection and Correction Capabilities

Relationship with Minimum Distance
• Error detection capability of a code depends on its minimum distance

• A code can detect up to  errors, where  is the minimum distance

• Error correction capability is determined by the minimum distance

• A code can correct up to  errors

• Increasing the minimum distance improves both error detection and correction capabilities

Trade-offs and Code Rate
• Code rate measures the efficiency of a code in terms of information transmission
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• Defined as the ratio of the number of information bits to the total number of bits in a codeword

• Higher error detection and correction capabilities often come at the cost of a lower code rate

• Adding more redundancy (parity bits) increases the codeword length and reduces the code rate

• Balancing the code rate and error control capabilities is crucial in designing efficient coding schemes

Examples and Applications
• Consider a code with a minimum distance of 5

• It can detect up to 4 errors and correct up to 2 errors

• Hamming codes are a class of linear codes with a minimum distance of 3

• They can detect and correct single-bit errors

• Low-density parity-check (LDPC) codes and turbo codes achieve high error correction performance
with reasonable code rates

• Widely used in modern communication systems (5G, satellite communications)

Bounds and Perfect Codes

Sphere Packing Bound
• Sphere packing bound provides an upper limit on the number of codewords in a code with a given
length and minimum distance

• Based on the concept of packing non-overlapping spheres in a high-dimensional space

• Each sphere represents a codeword and its surrounding space that can be corrected

• Helps determine the maximum possible code size for a given error correction capability

Singleton Bound and Perfect Codes
• Singleton bound states that for a linear code with length , dimension , and minimum distance ,

• Provides an upper limit on the minimum distance of a code

• Perfect codes are codes that attain the sphere packing bound with equality

• They have the maximum possible number of codewords for a given length and minimum distance

• Examples of perfect codes include the Hamming codes and the Golay codes

• Hamming codes: Perfect codes with parameters , where 

• Golay codes: Binary Golay code  and ternary Golay code 

Implications and Applications
• Bounds provide theoretical limits on the performance of error-correcting codes

• Help in understanding the fundamental trade-offs between code length, code rate, and error correction
capability



Fiveable archived study guides Page 25

• Perfect codes are optimal in terms of error correction for a given length and code rate

• However, they are rare and may not always be practical for real-world applications

• Designing codes that approach the bounds while maintaining practical implementation complexity is
an ongoing research area

• Turbo codes, LDPC codes, and polar codes are examples of high-performance codes that approach
the theoretical limits

3.3 Weight Distribution and MacWilliams Identity
Weight distribution and MacWilliams identity are key concepts in linear codes. They help us understand
how codewords are spread out and how errors affect transmission. These tools give us insights into a
code's structure and performance.

The weight distribution counts codewords of each weight, while the MacWilliams identity links a code to its
dual. Together, they reveal important properties like minimum distance and error-correcting capacity,
without needing to examine every codeword.

Weight Distribution and Enumerator Polynomial

Defining Weight Distribution and Enumerator Polynomial
• Weight distribution  of a linear code  counts the number of codewords of weight  in 

• Provides a statistical description of the code's structure and error-correcting capabilities

• Can be used to compute the code's error probability and performance under various decoding
algorithms

• Weight enumerator polynomial

is a generating function that encodes the weight distribution

• Coefficients of  are the weight distribution values 

• Allows for compact representation and algebraic manipulation of the weight distribution

• Can be used to derive various properties of the code, such as its minimum distance and
error-correcting capacity

Moment of Inertia and Its Applications
• Moment of inertia

is the average weight of the codewords in 

• Measures the concentration of codewords around the origin in the Hamming space

• Higher moment of inertia indicates better error-correcting performance, as codewords are more
spread out
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• Moment of inertia can be computed from the weight enumerator polynomial  by evaluating its
derivative at 

•

• Provides a quick way to assess the code's error-correcting capabilities without computing the entire
weight distribution

Symmetry Properties of Weight Distribution
• Weight distribution of a linear code is invariant under permutation of coordinates

• Permuting the positions of the codeword bits does not change the weight distribution

• Implies that the code's structure and properties are symmetric with respect to the coordinate positions

• Weight distribution is also invariant under translation by a codeword

• Adding a codeword to all codewords in  preserves the weight distribution

• Reflects the linearity of the code and the group structure of the codeword space

• Symmetry properties can be used to simplify the computation and analysis of weight distributions

• Allows for efficient enumeration of codewords and derivation of code properties

• Can be exploited in the design of efficient decoding algorithms

MacWilliams Identity and Dual Codes

MacWilliams Identity and Its Implications
• MacWilliams identity relates the weight enumerator polynomial  of a linear code  to that of its
dual code 

• , where  is the weight enumerator of the dual code

• Allows for the computation of the dual code's weight distribution from that of the original code

• Implies a duality between the error-correcting properties of a code and its dual

• MacWilliams identity can be used to derive bounds on the minimum distance and error-correcting
capacity of a code

• Provides a way to assess the performance of a code without explicitly constructing its dual

• Can be used to prove the optimality of certain codes, such as perfect codes and MDS codes

Dual Codes and Their Properties
• Dual code  of a linear code  is the set of vectors orthogonal to all codewords in 

• , where  denotes the inner product

• Dual code is also a linear code, with dimension  if  has dimension 

• Codewords in  are the parity check equations for the codewords in 
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• Properties of the dual code are closely related to those of the original code

• Minimum distance of  is equal to the minimum weight of the nonzero codewords in 

• Generator matrix of  is a parity check matrix for , and vice versa

• Encoding and decoding algorithms for  can be adapted to work with 

Krawtchouk Polynomials and Invariance
• Krawtchouk polynomials  are a family of orthogonal polynomials that arise in the study of
weight distributions

• Defined by the recurrence relation 

• Appear as coefficients in the MacWilliams identity, relating the weight enumerators of a code and its
dual

• Can be used to express various code properties, such as the weight distribution and the error
probability

• Invariance properties of Krawtchouk polynomials reflect the symmetries of the Hamming space and
the linear codes

• , reflecting the symmetry between the weights  and 

•

, expressing the orthogonality of the polynomials

• Invariance properties can be used to simplify the computation and analysis of code properties

3.4 Dual Codes and Self-Dual Codes
Linear codes have a hidden twin: the dual code. This secret sibling is made up of all vectors that are
perpendicular to every codeword in the original code. Dual codes help us understand the structure and
properties of linear codes better.

Self-dual codes are special linear codes that are their own dual. They have cool properties and show up in
math and physics. These codes are like mirrors, reflecting themselves perfectly in the world of coding
theory.

Dual Codes and Inner Products

Defining Dual Codes Using Inner Products
• Dual code  consists of all vectors orthogonal to every codeword in  under a given inner product

• Orthogonal complement of a linear code  is the set of all vectors  such that  for all 

• Inner product is a generalization of the dot product used to measure the "similarity" or "closeness"
between two vectors

• Defined as a function that takes two vectors as input and returns a scalar value

• Must satisfy certain properties (linearity, symmetry, positive definiteness)
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• Euclidean inner product for real vectors  and  is defined as

• Most commonly used inner product in coding theory for real-valued codes

• Example: 

• Hermitian inner product for complex vectors  and  is defined as

, where  is the complex conjugate of 

• Used for complex-valued codes, such as those over finite fields with complex elements

• Example: 

Properties and Relationships of Dual Codes
• If  is an  linear code, then  is an  linear code

• Dimension of the dual code is the difference between the length and dimension of the original code

• Follows from the rank-nullity theorem in linear algebra

•  for any linear code , meaning the dual of the dual is the original code

•  if and only if  is self-orthogonal, i.e., every pair of codewords in  is orthogonal to each
other

•  if and only if  is self-dual, i.e.,  is equal to its dual code

• Generator matrix  of  and parity-check matrix  of  satisfy , where  is the
transpose of 

• Rows of  are orthogonal to the rows of , ensuring the dual property

Self-Dual Codes

Defining and Classifying Self-Dual Codes
• Self-dual code is a linear code  that is equal to its dual code , i.e., 

• Every codeword in  is orthogonal to every other codeword, including itself

• Implies that the code's generator matrix  and parity-check matrix  are identical up to permutation of
rows and columns

• Type I self-dual code is a self-dual code over a finite field of characteristic not equal to 2

• All codewords have even weight

• Example: The  binary repetition code with generator matrix  is a Type I self-dual code

• Type II self-dual code, also known as a doubly-even code, is a binary self-dual code in which all
codewords have weight divisible by 4

• Stricter condition than Type I self-dual codes
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• Example: The extended Hamming  code is a Type II self-dual code

• Doubly-even code is another term for a Type II self-dual code, emphasizing that all codewords have
weight divisible by 4 (twice even)

Properties and Applications of Self-Dual Codes
• Self-dual codes have a close connection to lattices and sphere packing problems in mathematics

• Construction A: Given a self-dual code  over a finite field, one can construct a lattice by mapping
codewords to integer vectors

• Resulting lattices often have good sphere packing properties, such as the Leech lattice from the
extended Golay  code

• Type II self-dual codes are of particular interest in string theory and conformal field theory

• Doubly-even property relates to the modular invariance of certain partition functions in these theories

• Self-dual codes have applications in quantum error correction

• Certain self-dual codes, such as the  code, can be used to construct quantum stabilizer
codes

• CSS (Calderbank-Shor-Steane) construction: Uses a self-dual classical code to define a quantum
code

• Enumeration of self-dual codes is an active area of research in coding theory

• Mass formula: Gives the total number of self-dual codes of a given length over a finite field

• Classification of self-dual codes up to equivalence for small lengths and over specific fields
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Unit 4 – Code Parameter Bounds:
Hamming & More
4.1 Hamming Bound and Perfect Codes
The Hamming Bound sets a limit on how many codewords a code can have while maintaining a certain
minimum distance. It's based on the idea of Hamming spheres, which are groups of words within a specific
distance from a codeword.

Perfect codes are special because they hit this limit exactly. They pack codewords as tightly as possible
without overlapping, making them super efficient. Examples include the Hamming(7,4) and Golay(23,12)
codes, which are rare but important in coding theory.

Hamming Bound and Sphere-packing

Hamming Bound
• Provides an upper bound on the number of codewords in a code with a given length and minimum
distance

• Based on the concept of Hamming spheres, which are sets of words within a certain Hamming
distance of a central codeword

• States that the total number of words in all the Hamming spheres centered at the codewords must be
less than or equal to the total number of words in the space

• Can be expressed mathematically as:

•

, where:

•  is the length of the codewords

•  is the number of information bits

•  is the error-correcting capability of the code ( , where  is the minimum distance)

• Helps determine the maximum number of codewords that can be packed into a given space while
maintaining a certain minimum distance between them

Sphere-packing Bound and Hamming Sphere
• Sphere-packing bound is another term for the Hamming bound, emphasizing the geometric
interpretation of packing Hamming spheres in a space

• Hamming sphere is the set of all words within a certain Hamming distance (usually the error-correcting
capability ) of a central codeword

• For example, the Hamming sphere of radius 1 around the word 000 includes the words 000, 001, 010,
and 100
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• The sphere-packing bound ensures that the Hamming spheres centered at the codewords do not
overlap, allowing for unambiguous decoding

• The size of a Hamming sphere of radius  in a space of length  is given by:

•

, which counts the number of words that differ from the central word by at most  bits

Packing Efficiency and Perfect Codes
• Packing efficiency measures how well a code fills the available space with non-overlapping Hamming
spheres

• Perfect codes are codes that achieve the Hamming bound with equality, meaning they have the
maximum possible number of codewords for a given length and minimum distance

• In perfect codes, the Hamming spheres centered at the codewords fill the entire space without
overlapping

• Examples of perfect codes include the Hamming(7, 4) code and the Golay(23, 12) code

• Perfect codes have a packing efficiency of 1, as they optimally use the available space

• Most codes are not perfect and have a packing efficiency less than 1, leaving some words in the
space uncovered by Hamming spheres

Properties of Perfect Codes

Characteristics of Perfect Codes
• Perfect codes meet the Hamming bound with equality, achieving the maximum possible number of
codewords for a given length and minimum distance

• In perfect codes, the Hamming spheres centered at the codewords completely fill the space without
overlapping

• The covering radius of a perfect code is equal to its error-correcting capability , meaning every word
in the space is within distance  of a codeword

• Perfect codes have a packing efficiency of 1, indicating optimal use of the available space

• Examples of perfect codes include:

• Hamming codes, such as the Hamming(7, 4) code

• Golay codes, such as the Golay(23, 12) code

• Trivial codes, such as the repetition code and the identity code

Covering Radius and Minimum Distance
• The covering radius of a code is the maximum distance from any word in the space to its closest
codeword

• In perfect codes, the covering radius is equal to the error-correcting capability 
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• For non-perfect codes, the covering radius may be greater than 

• The minimum distance  of a code is the smallest Hamming distance between any two distinct
codewords

• It determines the error-correcting capability of the code: 

• In perfect codes, the minimum distance is related to the length  and the number of information bits 
by the Hamming bound

Code Rate and Efficiency
• The code rate of a code is the ratio of the number of information bits  to the length of the codewords

: 

• It measures the efficiency of the code in terms of the proportion of information bits in each codeword

• Perfect codes have a code rate that is determined by the Hamming bound and the minimum distance

• The code rate is related to the packing efficiency, as higher code rates generally indicate better use of
the available space

• However, increasing the code rate while maintaining the same minimum distance becomes
increasingly difficult, as reflected by the Hamming bound

• Perfect codes achieve the optimal trade-off between the code rate and the error-correcting capability
for a given length and minimum distance

4.2 Singleton Bound and MDS Codes
The Singleton Bound sets the maximum possible minimum distance for a code, given its length and
dimension. It's crucial for understanding code performance limits and designing optimal error-correcting
codes.

Maximum Distance Separable (MDS) codes achieve equality in the Singleton Bound, offering the best
error-correcting capabilities for their parameters. Reed-Solomon codes are a prime example, widely used
in data storage and digital communication.

Singleton Bound and MDS Codes

Defining the Singleton Bound
• States the maximum possible minimum distance  for a given code length  and dimension 

• Expresses the relationship between code parameters as 

• Provides an upper limit on the error-correcting capability of a code

• Helps determine the theoretical maximum performance of a code

Maximum Distance Separable (MDS) Codes
• Codes that achieve equality in the Singleton Bound ( )

• Possess the highest possible minimum distance for given  and 

• Examples include Reed-Solomon codes, certain BCH codes, and some linear codes over finite fields
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• Offer optimal error-correcting capabilities within the constraints of code length and dimension

Code Parameters and Optimality
• Code parameters , , and  characterize the properties of a code

• : Code length (total number of symbols in a codeword)

• : Code dimension (number of information symbols in a codeword)

• : Minimum distance (smallest Hamming distance between any two distinct codewords)

• Optimal codes maximize the minimum distance for given  and 

• MDS codes are optimal in terms of achieving the highest possible  for fixed  and 

• Designing codes that approach or achieve the Singleton Bound is a key goal in coding theory

Reed-Solomon Codes

Properties of Reed-Solomon Codes
• Linear block codes based on polynomials over finite fields

• Belong to the class of MDS codes, achieving the Singleton Bound

• Widely used in error correction and erasure correction applications (data storage, digital
communication)

• Flexible design allows for a wide range of code parameters ( , , )

Erasure Correction Capabilities
• Particularly effective in correcting erasures (errors with known locations)

• Can correct up to  erasures in a codeword

• Useful in scenarios where the location of errors is known or can be determined (packet loss, disk
failures)

• Erasure correction is more efficient than general error correction, as it requires less redundancy

Minimum Distance and Error Correction
• Reed-Solomon codes have a minimum distance of 

• Can correct up to  errors in a codeword

•  denotes the floor function (rounding down to the nearest integer)

• Provides strong error-correcting capabilities, making them suitable for various applications

• The high minimum distance ensures reliable data recovery even in the presence of multiple errors

4.3 Gilbert-Varshamov Bound
The Gilbert-Varshamov bound is a key tool in coding theory, giving a lower limit on the size of
error-correcting codes. It shows that good codes exist, even if we can't always build them. This bound
helps us understand what's possible in code design.
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The bound links code length, size, and minimum distance. It proves we can make codes with certain
features, guiding code creators. The bound also shows how code size and error-fixing power trade off as
code length grows.

Gilbert-Varshamov Bound and Existence

Defining the Gilbert-Varshamov Bound
• States for an  code over an alphabet of size , the following inequality must hold:

• Provides a lower bound on the maximum number of codewords  in a code with length  and
minimum distance  over an alphabet of size 

• Derived by counting the maximum number of distinct -tuples that can exist in a code with minimum
distance 

• Can be used to prove the existence of codes with certain parameters ( , , ) without explicitly
constructing them

Existence Bound and Asymptotic Behavior
• Gilbert-Varshamov bound implies the existence of codes meeting certain parameters

• If

, then there exists an  code with

• Asymptotically, the Gilbert-Varshamov bound shows that for a fixed code rate , there
exist codes with relative minimum distance  approaching the Gilbert-Varshamov bound as

• The asymptotic form of the Gilbert-Varshamov bound is given by , where  is the
-ary entropy function

Relationship to Minimum Distance
• The Gilbert-Varshamov bound relates the code parameters , , and 

• For a fixed code length  and alphabet size , increasing the minimum distance  leads to a smaller
upper bound on the number of codewords 

• Conversely, for a fixed  and , the Gilbert-Varshamov bound provides a lower bound on the
maximum achievable minimum distance 

• Codes meeting the Gilbert-Varshamov bound are considered optimal in terms of balancing the
trade-off between code rate (related to ) and error-correcting capability (determined by )
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Random Coding and Code Construction

Random Coding Argument
• A probabilistic method used to prove the existence of codes with certain properties

• Involves randomly generating a large number of codes and showing that, with high probability, at least
one of them satisfies the desired properties

• Used to prove the achievability of the Gilbert-Varshamov bound

• Demonstrates the existence of good codes without explicitly constructing them

Code Construction Techniques
• Explicit methods for constructing codes that meet or approach the Gilbert-Varshamov bound

• Examples include:

• Algebraic codes (Reed-Solomon codes, BCH codes, Goppa codes)

• Concatenated codes (combining an inner and outer code)

• Low-density parity-check (LDPC) codes

• Polar codes

• Constructive methods provide practical codes that can be efficiently encoded and decoded

• Some construction techniques (LDPC codes, Polar codes) have been shown to achieve capacity for
certain channels

Code Rate and Performance
• Code rate  measures the efficiency of the code in terms of information bits per coded
symbol

• Higher code rates indicate more efficient data transmission but typically lower error-correcting
capability

• Lower code rates provide better error correction at the cost of reduced data rate

• The Gilbert-Varshamov bound provides a fundamental limit on the achievable code rate for a given
relative minimum distance 

• Codes approaching the Gilbert-Varshamov bound offer the best trade-off between code rate and
error-correcting performance

• In practice, code designers seek to construct codes with rates close to the Gilbert-Varshamov bound
while maintaining efficient encoding and decoding algorithms

4.4 Asymptotic Bounds and Code Families
Asymptotic bounds and code families are crucial concepts in coding theory. They help us understand the
limits of error-correcting codes and guide the design of efficient communication systems. These ideas build
on earlier bounds we've explored, offering insights into code performance as block lengths increase.
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Shannon's limit sets the ultimate goal for code efficiency, while other bounds like Plotkin and
Elias-Bassalygo refine our understanding. Code families like Reed-Solomon and LDPC codes show how
these theoretical limits translate into practical, high-performance error-correction techniques used in
real-world applications.

Asymptotic Bounds

Shannon Limit
• Represents the maximum rate at which information can be reliably transmitted over a noisy channel

• Derived from Claude Shannon's noisy-channel coding theorem which establishes the maximum rate
for reliable communication

• States that the capacity of a channel  is the supremum of all achievable rates  for which the
probability of error can be made arbitrarily small

• Mathematically expressed as  where  is the probability of error for a
given rate 

• Serves as a fundamental limit on the efficiency of communication systems (wireless networks, satellite
communications)

Plotkin and Elias-Bassalygo Bounds
• Provide upper bounds on the size of a code with a given minimum distance

• Plotkin bound applies to codes with small minimum distance and states that for a binary code of length
 and minimum distance , the number of codewords  satisfies  when 

• Elias-Bassalygo bound is an improvement on the Plotkin bound and holds for a wider range of
minimum distances

• States that for a code of length  and minimum distance , the number of codewords  satisfies
 where  is the volume of a Hamming sphere of radius 

• Both bounds are useful for determining the maximum possible code size given a desired
error-correcting capability (number of errors that can be corrected)

Linear Programming and Tsfasman-Vladut-Zink Bounds
• Linear programming bound is a technique for obtaining upper bounds on the size of a code by
formulating the problem as a linear program

• Involves constructing a linear objective function and constraint set based on the properties of the code
(length, minimum distance)

• The solution to the linear program provides an upper bound on the code size

• Tsfasman-Vladut-Zink (TVZ) bound is an asymptotic bound that applies to codes over algebraic
curves

• States that for a family of codes over a curve of genus , the asymptotic ratio of the code rate to the
relative minimum distance satisfies  where  is the size of the field

• TVZ bound suggests the existence of codes with better performance than predicted by other bounds
(Gilbert-Varshamov bound) for certain parameter ranges
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Code Families and Capacity-Achieving Codes

Code Families
• Refer to infinite sequences of codes with increasing block lengths and specific properties

• Examples include Reed-Solomon codes, BCH codes, and LDPC codes

• Reed-Solomon codes are maximum distance separable (MDS) codes based on polynomial evaluation
and interpolation

• Achieve the Singleton bound and are optimal for their parameters

• Widely used in data storage and communication systems (CDs, DVDs, satellite communications)

• BCH (Bose-Chaudhuri-Hocquenghem) codes are a family of cyclic error-correcting codes

• Constructed using finite fields and designed to correct a specified number of errors

• Find applications in wireless communications and data storage

• LDPC (Low-Density Parity-Check) codes are linear codes defined by sparse parity-check matrices

• Capable of achieving near-Shannon-limit performance with iterative decoding algorithms (belief
propagation)

• Used in modern communication standards (Wi-Fi, 5G) due to their excellent error-correction
performance

Capacity-Achieving Codes
• Refer to code families that can achieve rates arbitrarily close to the channel capacity (Shannon limit)
as the block length tends to infinity

• Examples include Turbo codes, Polar codes, and Spatially-Coupled LDPC codes

• Turbo codes are a class of high-performance error-correcting codes constructed from the parallel
concatenation of two convolutional codes

• Achieve near-Shannon-limit performance with iterative decoding algorithms (turbo decoding)

• Widely used in mobile communications (3G, 4G) and deep-space communications

• Polar codes are a family of linear block codes based on the concept of channel polarization

• Constructed by recursively combining and splitting channels to create polarized subchannels

• Provably achieve the symmetric capacity of any binary-input memoryless channel with low-complexity
encoding and decoding

• Spatially-Coupled LDPC codes are a variant of LDPC codes that introduce a spatial coupling structure
in the parity-check matrix

• Exhibit a phenomenon called threshold saturation, allowing them to achieve capacity with suboptimal
component codes

• Show promise for use in future communication systems due to their capacity-achieving performance
and low decoding complexity
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Unit 5 – Encoding and Decoding of Linear
Codes
5.1 Systematic Encoding Techniques
Systematic encoding is a crucial technique in linear block codes that preserves original information
symbols within the encoded codeword. This method simplifies decoding and retrieval of the original
message, making it widely used in various error-correcting codes and communication systems.

The generator matrix is key to systematic encoding, consisting of an identity matrix and a parity-check
matrix. This structure allows for easy encoding and decoding processes, while encoding circuits provide
efficient hardware implementation for real-time applications and high-speed communication systems.

Systematic Encoding Fundamentals

Key Concepts and Definitions
• Systematic encoding refers to a technique where the original information symbols are preserved as
part of the encoded codeword

• Allows for easy retrieval of the original message without decoding

• Commonly used in linear block codes (Hamming codes, Reed-Solomon codes)

• Information symbols are the original message bits that need to be encoded and transmitted

• Denoted as  symbols in a codeword of length 

• Example: In a (7, 4) Hamming code, there are 4 information symbols

• Parity-check symbols are additional bits added to the information symbols to form the codeword

• Provide redundancy for error detection and correction

• Calculated based on the values of the information symbols

• Example: In a (7, 4) Hamming code, there are 3 parity-check symbols

• Systematic codeword consists of the original information symbols followed by the parity-check
symbols

• Has a structure of 

• Allows for easy extraction of the original message from the codeword

Advantages and Applications
• Systematic encoding simplifies the decoding process

• Original message can be directly read from the codeword without complex decoding

• Reduces decoding latency and computational complexity

• Widely used in various error-correcting codes

• Linear block codes (Hamming codes, BCH codes, Reed-Solomon codes)
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• Convolutional codes with systematic encoders

• Applicable in communication systems, data storage, and memory devices

• Ensures data integrity and reliability

• Enables error detection and correction capabilities

Generator Matrix and Standard Form

Generator Matrix
• The generator matrix, denoted as , is used to generate the codewords in a linear block code

• Defines the encoding process for systematic codes

• Has dimensions , where  is the number of information symbols and  is the codeword length

• Consists of two submatrices: the identity matrix  and the parity-check matrix 

• 

•  is a  identity matrix

•  is a  matrix that determines the parity-check symbols

• Encoding process: Multiply the information symbol vector  with the generator matrix 

• , where  is the resulting codeword

• Example: In a (7, 4) Hamming code, , where  is a  matrix

Standard Form
• The standard form of the generator matrix is a specific arrangement that facilitates systematic
encoding

• Ensures that the information symbols appear in the first  positions of the codeword

• Has the structure 

• Benefits of the standard form:

• Simplifies the encoding process

• Allows for easy retrieval of the original message from the codeword

• Enables efficient decoding algorithms

• Converting a generator matrix to the standard form:

• Perform row operations (elementary row operations) to transform the matrix

• Aim to obtain the identity matrix  in the first  columns

• Example:

is already in standard form
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Encoding Circuit Implementation

Encoding Circuit Design
• An encoding circuit implements the systematic encoding process in hardware

• Takes the information symbols as input

• Generates the parity-check symbols based on the generator matrix

• Outputs the systematic codeword

• Consists of two main components:

• Identity circuit: Directly passes the information symbols to the output

• Parity-check circuit: Computes the parity-check symbols using XOR gates

• The parity-check circuit is designed based on the parity-check matrix 

• Each row of  corresponds to a parity-check symbol

• XOR gates are used to compute the parity-check symbols based on the information symbols

• Example: For a (7, 4) Hamming code with

, the parity-check circuit would have 3 XOR gates

Advantages and Considerations
• Encoding circuits provide fast and efficient hardware implementation of systematic encoding

• Suitable for real-time applications and high-speed communication systems

• Parallel computation of parity-check symbols reduces encoding latency

• Scalability and complexity:

• The size of the encoding circuit grows with the code parameters (  and )

• Larger codes require more XOR gates and interconnections

• Trade-off between error-correcting capability and hardware complexity

• Power consumption and area overhead:

• Encoding circuits introduce additional power consumption and silicon area

• Optimization techniques can be applied to minimize these overheads

• Examples: Gate-level optimization, low-power design techniques
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5.2 Syndrome Decoding
Syndrome decoding is a clever way to fix errors in received messages. It uses a special matrix to find
mistakes and correct them without checking every possible code. This method is faster and more efficient
than comparing the received message to all valid codes.

The key to syndrome decoding is the syndrome table. This handy tool matches error patterns to their fixes.
By looking up the syndrome in the table, we can quickly find and fix errors in the received message.

Syndrome Decoding Basics

Defining Syndrome Decoding Components
• Syndrome decoding relies on calculating the syndrome, which is the product of the received vector
and the parity-check matrix transpose ( )

• The error pattern represents the positions and values of errors in the received vector

• Each error pattern belongs to a unique coset, and the coset leader is the error pattern with the
minimum Hamming weight within the coset

• The standard array organizes all possible received vectors into cosets based on their syndromes, with
each row representing a distinct coset and the first element of each row being the coset leader

Understanding the Syndrome Decoding Process
• Syndrome decoding involves computing the syndrome of the received vector and using it to identify
the corresponding coset

• The coset leader associated with the computed syndrome is then added to the received vector to
obtain the decoded codeword

• If the syndrome is the zero vector, the received vector is assumed to be error-free and is the decoded
codeword itself

• The key advantage of syndrome decoding is that it allows for efficient error correction without the need
to compare the received vector to all possible codewords

Syndrome Decoding Tools

Syndrome Table
• The syndrome table is a lookup table that maps each possible syndrome to its corresponding coset
leader

• It is constructed by computing the syndromes for all possible error patterns and organizing them into
cosets

• The syndrome table enables quick identification of the coset leader based on the calculated syndrome

• Example: In a (7, 4) Hamming code, the syndrome table would have 8 rows (one for each possible
syndrome) and list the coset leader for each syndrome
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Parity-Check Matrix
• The parity-check matrix  is used to compute the syndrome and plays a crucial role in syndrome
decoding

• It is designed to be orthogonal to the generator matrix , satisfying the condition 

• The rows of the parity-check matrix correspond to the parity-check equations of the code

• Example: For a (7, 4) Hamming code, the parity-check matrix is a 3x7 matrix with each row
representing a parity-check equation

Syndrome Decoding Applications

Error Detection
• Syndrome decoding can be used for error detection by checking if the computed syndrome is the zero
vector

• If the syndrome is non-zero, it indicates the presence of errors in the received vector

• Error detection helps identify corrupted data and triggers further actions, such as requesting
retransmission or initiating error correction procedures

• Example: In a communication system, syndrome decoding can detect errors in received packets and
request retransmission of corrupted data

Error Correction
• Syndrome decoding enables error correction by identifying the coset leader associated with the
computed syndrome

• Adding the coset leader to the received vector corrects the errors and recovers the original codeword

• The error correction capability of syndrome decoding depends on the minimum distance of the code
and the number of correctable errors

• Example: In a (7, 4) Hamming code, syndrome decoding can correct any single-bit error by adding the
appropriate coset leader to the received vector

• Syndrome decoding is widely used in various applications, such as data storage systems, wireless
communications, and satellite transmissions, to ensure data integrity and reliability

5.3 Maximum Likelihood Decoding
Maximum likelihood decoding picks the most probable codeword based on what's received. It's like
choosing the best guess when you're not sure what was sent. This method minimizes decoding errors,
making it super useful in noisy channels.

The Hamming distance between codewords is key here. It measures how different two codewords are. The
bigger the minimum distance in a code, the more errors it can fix. This is crucial for keeping messages
clear in messy transmissions.
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Maximum Likelihood Decoding

Decoding Principles
• Maximum likelihood decoding selects the codeword that maximizes the probability of receiving the
observed word given the codeword was sent

• Nearest neighbor decoding chooses the codeword closest to the received word in terms of Hamming
distance

• Hamming distance measures the number of positions in which two codewords differ

• For example, the Hamming distance between 1011 and 1001 is 1 because they differ in only one
position

• Minimum distance decoding selects the codeword with the smallest Hamming distance from the
received word

• If multiple codewords have the same minimum distance, the decoder may choose arbitrarily or report
a decoding failure

Optimality and Performance
• Maximum likelihood decoding is optimal in the sense that it minimizes the probability of decoding error

• It selects the most likely codeword based on the observed received word

• Assuming all codewords are equally likely to be sent, maximum likelihood decoding is equivalent to
minimum distance decoding

• The performance of maximum likelihood decoding depends on the code's minimum distance and the
channel's error characteristics

• A code with a larger minimum distance can correct more errors

• For example, a code with a minimum distance of 3 can correct any single-bit error, while a code with a
minimum distance of 5 can correct any double-bit error

Error Analysis

Hamming Distance and Error Correction
• Hamming distance is a fundamental concept in error analysis and correction

• It quantifies the dissimilarity between two codewords

• The minimum Hamming distance of a code determines its error-correcting capability

• A code with a minimum distance of  can correct up to  errors

• For instance, a code with a minimum distance of 7 can correct up to 3 errors

• The error-correcting capability of a code is crucial in noisy communication channels

• Errors can occur during transmission due to various factors (noise, interference, or hardware faults)

• By using codes with sufficient minimum distance, the receiver can recover the original message even
in the presence of errors
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Decoding Regions and Error Probability
• Decoding regions are subsets of the vector space associated with each codeword

• A received word is decoded to the codeword whose decoding region it falls into

• The shape and size of the decoding regions depend on the code's structure and the decoding
algorithm

• The probability of decoding error is related to the decoding regions and the channel's error
characteristics

• A larger decoding region for a codeword reduces the chances of decoding errors

• The error probability can be calculated using the noise distribution and the geometry of the decoding
regions

• For example, in a binary symmetric channel with bit error probability , the error probability for a code
with minimum distance  is approximately

, where  and  is the codeword length

5.4 Soft-Decision Decoding
Soft-decision decoding uses real numbers to represent symbol reliability, outperforming hard-decision
decoding that uses binary values. It leverages more signal information, improving error correction. Soft
inputs contain reliability data, boosting decoder accuracy and achieving coding gain.

Log-likelihood ratios and Euclidean distances are key reliability metrics in soft-decision decoding. Belief
propagation, a powerful algorithm, uses these metrics to decode complex codes like LDPC by passing
messages between graph nodes, iteratively updating beliefs about codeword bits.

Soft vs Hard Decoding

Types of Decoding
• Soft-decision decoding operates on soft inputs which are real numbers representing the reliability of
the received symbols

• Hard-decision decoding operates on hard inputs which are binary values (0 or 1) obtained by
quantizing the received symbols

• Soft-decision decoding generally outperforms hard-decision decoding because it utilizes more
information about the received signal

Soft Inputs and Coding Gain
• Soft-input refers to the real-valued inputs used in soft-decision decoding

• Soft inputs contain reliability information about the received symbols which helps the decoder make
better decisions

• Coding gain represents the improvement in performance achieved by using error-correcting codes
and soft-decision decoding
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• Coding gain is typically measured in decibels (dB) and quantifies the reduction in signal-to-noise ratio
(SNR) required to achieve a target error rate compared to uncoded transmission

Reliability Metrics

Log-Likelihood Ratio (LLR)
• Log-likelihood ratio (LLR) is a reliability metric used in soft-decision decoding

• LLR represents the logarithm of the ratio of the probabilities of a received symbol being a 0 or a 1

• Positive LLR values indicate a higher likelihood of the symbol being a 0 while negative values indicate
a higher likelihood of the symbol being a 1

• LLR provides a measure of the reliability of the received symbols which can be used by the decoder to
make better decisions

Euclidean Distance
• Euclidean distance is another reliability metric used in soft-decision decoding

• Euclidean distance measures the distance between the received symbol and the closest constellation
point in the signal space

• Smaller Euclidean distances indicate higher reliability of the received symbols

• Decoders can use Euclidean distances to determine the most likely transmitted codeword by finding
the codeword with the smallest total Euclidean distance from the received sequence

Decoding Algorithms

Belief Propagation
• Belief propagation (BP) is a decoding algorithm used for soft-decision decoding of codes on graphs
such as low-density parity-check (LDPC) codes

• BP operates by passing messages between the nodes of the graph representing the code

• Messages represent the beliefs or probabilities of the nodes about the values of the codeword bits

• BP iteratively updates the beliefs by exchanging messages between the nodes until convergence or a
maximum number of iterations is reached

• At each iteration, nodes compute their beliefs based on the messages received from their neighbors
and the channel reliability information (soft inputs)

• After convergence or reaching the maximum number of iterations, the decoder makes a decision on
the transmitted codeword based on the final beliefs of the nodes

• BP can achieve near-optimal performance for codes with sparse graph representations such as LDPC
codes
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Unit 6 – Cyclic Codes – Structure and
Properties
6.1 Generator and Parity Check Polynomials
Cyclic codes use generator polynomials to create codewords. These special polynomials help make codes
that can detect and fix errors. They're a key part of how cyclic codes work and why they're so useful.

Parity check polynomials are the other side of the coin. They help check if a received message is correct.
Together, generator and parity check polynomials are the building blocks of cyclic codes, making them
powerful tools for reliable communication.

Generator Polynomial and Codewords

Properties of Generator Polynomials
• Generator polynomial  generates a cyclic code 

• Degree of  is , where  is the codeword length and  is the message length

• All codewords in  are divisible by 

• Codeword polynomial  is a multiple of , expressed as , where  is the
message polynomial

Generating Codewords
• Multiply the message polynomial  by the generator polynomial  to generate a codeword
polynomial 

• Coefficients of  represent the message bits, while coefficients of  represent the generator
bits

• Resulting codeword polynomial  has coefficients that represent the encoded message, including
both message bits and parity bits

• Length of the codeword polynomial is , which is the sum of the message length  and the number of
parity bits 

Cyclic Codes and Polynomials

Cyclic Codes
• Cyclic code is a linear block code where any cyclic shift of a codeword results in another valid
codeword

• Cyclic shift operation involves moving the last bit of a codeword to the beginning and shifting all other
bits to the right

• Set of codewords in a cyclic code remains unchanged under cyclic shifts

• Cyclic codes have a compact representation and efficient encoding and decoding algorithms
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Polynomial Representation
• Codewords in a cyclic code can be represented as polynomials

• Each bit in a codeword corresponds to a coefficient in the polynomial representation

• Polynomial representation allows for algebraic manipulation of codewords

• Addition and multiplication of codeword polynomials correspond to the respective operations on the
codewords themselves

• Polynomial representation simplifies the analysis and design of cyclic codes

Parity Check Polynomial

Properties of Parity Check Polynomials
• Parity check polynomial  is used to check the validity of received codewords

• Degree of  is , where  is the message length

• Parity check polynomial is related to the generator polynomial by , where  is the
codeword length

• All valid codewords in the cyclic code are divisible by 

Error Detection using Parity Check Polynomial
• Received polynomial  is divided by the parity check polynomial 

• If the remainder of the division is zero, the received codeword is considered valid

• Non-zero remainder indicates the presence of errors in the received codeword

• Parity check polynomial helps detect errors without the need for complete decoding

• Syndrome calculation involves evaluating the received polynomial at the roots of , which
simplifies error detection and correction processes

6.2 Minimal Polynomials and Roots
Minimal polynomials and roots are key to understanding cyclic codes. They help us grasp how polynomials
behave in finite fields, which is crucial for encoding and decoding messages in these codes.

Irreducible polynomials, primitive elements, and roots of unity play vital roles in cyclic codes. These
concepts allow us to generate and analyze the structure of cyclic codes, making them powerful tools for
error correction.

Minimal Polynomials and Irreducibility

Minimal Polynomials
• Minimal polynomial of an element  over a field  is the monic polynomial  of lowest degree
such that 

• Minimal polynomial is unique and irreducible over 

• If  is another polynomial with , then  divides 
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• Degree of the minimal polynomial of  is equal to the degree of the extension field  over 

• Minimal polynomial of a primitive element generates the entire extension field

Irreducible Polynomials
• Irreducible polynomial cannot be factored into lower-degree polynomials over the given field

• Analogous to prime numbers in integer factorization

• Irreducibility depends on the field (polynomial may be irreducible over  but reducible over )

• Eisenstein's criterion is a sufficient condition for irreducibility over 

• If  with integer coefficients,  is a prime dividing each  for
,  does not divide , and  does not divide , then  is irreducible over 

Primitive Elements and Roots of Unity
• Primitive element of a finite field  is a generator of the multiplicative group 

• Powers of a primitive element generate all non-zero elements of the field

• Roots of unity are complex numbers that yield 1 when raised to some power

• -th roots of unity are solutions to the equation 

• Primitive -th root of unity  generates all -th roots of unity as powers  for 

• Cyclotomic polynomials  have primitive -th roots of unity as their roots and are irreducible over

Field Extensions and Splitting Fields

Field Extensions
• Field extension  of a field  is a field containing  as a subfield

•  is the smallest field extension of  containing , obtained by adjoining  to 

• Degree of a field extension  is the dimension of  as a vector space over 

• Finite extension if the degree is finite, otherwise an infinite extension

• Tower law for field extensions: if , then 

• Algebraic extension if every element of  is a root of some polynomial with coefficients in 

•  is always an algebraic extension of 

Splitting Fields
• Splitting field of a polynomial  over  is the smallest field extension of  containing all roots of 

• Obtained by adjoining all roots of  to 

• Splitting field is unique up to isomorphism

• Galois group of  over  is the group of automorphisms of the splitting field that fix 
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• Provides a connection between field theory and group theory

Conjugates and Algebraic Closure
• Conjugates of an element  are the roots of its minimal polynomial

• Conjugates are obtained by applying automorphisms of the splitting field to 

• Algebraic closure of a field  is an algebraic extension of  in which every polynomial with coefficients
in  splits completely

• Algebraically closed fields (complex numbers , algebraic closure of finite fields)

• Fundamental theorem of algebra: every non-constant polynomial with complex coefficients has a root
in 

Cyclotomic Cosets

Definition and Properties
• Cyclotomic coset of an integer  modulo  is the set , where  is a prime
and  is the smallest positive integer such that 

• Elements of  are obtained by repeatedly multiplying  by  modulo 

• Cyclotomic cosets partition the set of integers modulo  into disjoint subsets

• Each integer belongs to exactly one cyclotomic coset

• Size of a cyclotomic coset divides the order of  modulo 

• If  is a primitive root modulo , then there is only one cyclotomic coset containing all integers modulo

Applications in Coding Theory
• Cyclotomic cosets are used to determine the roots of generator polynomials for cyclic codes

• Roots are powers of a primitive element, and their exponents form a union of cyclotomic cosets

• Cyclotomic cosets help identify equivalent cyclic codes

• Cyclic codes with the same set of cyclotomic cosets as roots have the same properties (dimension,
minimum distance)

• Cyclotomic cosets are used in the construction of BCH codes and Reed-Solomon codes

• Consecutive powers of a primitive element are chosen as roots based on cyclotomic cosets

• Determining the minimum distance of a cyclic code involves analyzing the cyclotomic cosets of its
roots

• BCH bound provides a lower bound on the minimum distance based on the number of consecutive
cyclotomic cosets
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6.3 BCH Bound for Cyclic Codes
The BCH bound is a powerful tool for cyclic codes, giving us a lower limit on their minimum distance. It's
like a guarantee that our code can catch at least a certain number of errors. This bound helps us design
codes with specific error-correcting abilities.

BCH codes are special because they have consecutive roots in their generator polynomials. This clever
structure lets us create codes with precise error-correcting capabilities. By tweaking the number of roots,
we can fine-tune how many mistakes our code can fix.

BCH Bound and Distance

Determining Code Distance
• BCH bound provides a lower bound on the minimum distance of a cyclic code

• Designed distance  is the desired minimum distance of the code during construction

• Minimum distance  is the actual minimum distance of the constructed code

• BCH bound guarantees that the minimum distance is at least as large as the designed distance

Error-Correcting Capability
• Error-correcting capability  represents the maximum number of errors a code can correct

• Directly related to the minimum distance of the code

• Higher minimum distance allows for correction of more errors

• BCH codes are designed to achieve a specific error-correcting capability by choosing an appropriate
designed distance

BCH Code Properties

Consecutive Roots
• BCH codes are characterized by having a generator polynomial with  consecutive roots

• Roots are usually powers of a primitive element  in the extension field 

• Consecutive roots ensure that the code achieves the desired minimum distance

• Number of consecutive roots determines the error-correcting capability of the code

Types of BCH Codes
• Narrow-sense BCH codes have a generator polynomial with roots that are consecutive powers of a
primitive element 

• Roots span a single cyclotomic coset

• Length of the code is , where  is a prime power and  is a positive integer

• Primitive BCH codes are a subclass of narrow-sense BCH codes

• Generator polynomial has roots that are consecutive powers of a primitive element 
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• Length of the code is , where  is a primitive element of 

• BCH codes can also be constructed with non-consecutive roots or roots from multiple cyclotomic
cosets, leading to broader classes of BCH codes

6.4 Encoding and Decoding of Cyclic Codes
Cyclic codes are powerful error-correcting codes with a special structure. They're easy to encode and
decode using shift registers, making them popular in digital communication systems. This section covers
the nuts and bolts of how we actually implement these codes in practice.

We'll look at different encoding methods, from simple systematic approaches to more complex
non-systematic techniques. Then we'll dive into syndrome-based decoding, exploring algorithms like
Berlekamp-Massey and Chien search that help us find and fix errors in received messages.

Encoding Methods

Systematic Encoding Techniques
• Systematic encoding appends the parity check bits to the original message bits

• Allows for easy retrieval of the original message from the codeword

• Commonly used in practice due to its simplicity and efficiency

• Example: In a (7,4) Hamming code, the 4 message bits are kept intact and 3 parity check bits are
appended to form the codeword

Non-Systematic Encoding Approaches
• Non-systematic encoding transforms the entire message into a codeword without preserving the
original message bits

• Provides additional security as the original message is not directly accessible from the codeword

• Can be more complex to implement compared to systematic encoding

• Example: Convolutional codes, where the message bits are convolved with a generator polynomial to
produce the codeword

Shift Register Implementations for Encoding
• Shift registers are hardware components used to implement cyclic code encoding

• Message bits are shifted into the register, and the parity check bits are generated based on the
generator polynomial

• Allows for efficient hardware implementation of the encoding process

• Feedback connections in the shift register determine the specific generator polynomial used

• Example: A linear feedback shift register (LFSR) with appropriate feedback connections can generate
the parity check bits for a given cyclic code
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Syndrome-Based Decoding

Syndrome Calculation and Error Detection
• Syndrome is calculated by multiplying the received codeword with the parity check matrix 

• A non-zero syndrome indicates the presence of errors in the received codeword

• Syndrome provides information about the error pattern without explicitly identifying the error locations

• Example: In a (7,4) Hamming code, a syndrome of "011" indicates an error in the third bit position

Error Locator Polynomial and Berlekamp-Massey Algorithm
• Error locator polynomial is used to determine the locations of errors in the received codeword

• Berlekamp-Massey algorithm is an efficient method to find the error locator polynomial from the
syndrome values

• The algorithm iteratively computes the coefficients of the error locator polynomial based on the
syndrome sequence

• Berlekamp-Massey algorithm has a time complexity of , where  is the number of errors the code
can correct

• Example: For a BCH code with a known syndrome sequence, the Berlekamp-Massey algorithm can
determine the error locator polynomial

Chien Search and Forney Algorithm for Error Correction
• Chien search is a method to find the roots of the error locator polynomial, which correspond to the
error locations

• Involves evaluating the error locator polynomial at all possible field elements to find the roots

• Forney algorithm is used to calculate the error values at the identified error locations

• Utilizes the derivative of the error locator polynomial and the syndrome values to determine the error
magnitudes

• Example: In a Reed-Solomon code, Chien search identifies the error locations, and Forney algorithm
calculates the corresponding error values for correction

Hardware Implementation

Meggitt Decoder Architecture
• Meggitt decoder is a hardware architecture for decoding cyclic codes

• Consists of a syndrome calculator, error locator polynomial calculator, and error corrector

• Utilizes shift registers and feedback connections to implement the decoding process

• Offers a compact and efficient hardware implementation for decoding cyclic codes

• Example: A Meggitt decoder for a (15,11) Hamming code can correct single-bit errors using a simple
hardware structure
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Shift Register Implementations for Decoding
• Shift registers are used to implement various stages of the decoding process in hardware

• Syndrome calculation can be performed using a shift register with feedback connections based on the
parity check matrix

• Error locator polynomial calculation and Chien search can be implemented using shift registers and
combinational logic

• Allows for fast and parallel processing of the received codeword for error detection and correction

• Example: A shift register-based implementation of the Berlekamp-Massey algorithm can efficiently
compute the error locator polynomial in hardware
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Unit 7 – BCH Codes – Construction and
Decoding
7.1 BCH Code Construction and Parameters
BCH codes are powerful error-correcting codes built using finite fields. They use a generator polynomial
with specific roots to create codewords. The code's strength comes from its designed distance, which
determines how many errors it can fix.

Cyclotomic cosets play a key role in BCH code construction. They help find the roots for the generator
polynomial. The code's parameters, like error-correction ability and rate, depend on these roots and the
code's design.

BCH Code Fundamentals

Key Components of BCH Codes
• BCH codes are a class of cyclic error-correcting codes named after Bose, Chaudhuri, and
Hocquenghem

• Constructed using finite fields, also known as Galois fields, which are fields with a finite number of
elements (GF(2^m))

• Galois fields contain a primitive element, denoted as , which generates all non-zero elements of the
field when raised to successive powers

• The generator polynomial  is used to generate the codewords of a BCH code and is defined as
the lowest degree polynomial over the Galois field that has , , ...,  as roots, where  is the
error-correcting capability of the code

Cyclotomic Cosets in BCH Code Construction
• Cyclotomic cosets are used to determine the roots of the generator polynomial in BCH code
construction

• A cyclotomic coset  is a set of integers obtained by repeatedly multiplying  by 2 modulo , where
 and  is the degree of the Galois field

• The elements of a cyclotomic coset are the powers of  that are roots of the generator polynomial

• The generator polynomial  is the product of the minimal polynomials of the elements in the
chosen cyclotomic cosets

BCH Code Parameters

Error Correction and Code Distance
• The designed distance  of a BCH code is the number of consecutive powers of  (starting from )
that are roots of the generator polynomial

• The minimum distance  is the smallest Hamming distance between any two distinct codewords in
the code
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• The error-correcting capability  of a BCH code is related to the designed distance by ,
where  denotes the floor function

• The BCH bound states that the minimum distance of a BCH code is at least as large as its designed
distance, i.e., 

Code Rate and Efficiency
• The code rate  of a BCH code is the ratio of the number of information bits  to the total number of
bits in a codeword , i.e., 

• A higher code rate indicates that more information bits are transmitted per codeword, resulting in
better bandwidth efficiency

• However, a higher code rate also implies a lower error-correcting capability, as fewer redundant bits
are available for error correction

• The choice of code rate depends on the specific application requirements, such as the desired error
performance and available bandwidth

Polynomial Roots in BCH Codes

Conjugate Roots and Their Significance
• In BCH codes, if  is a root of the generator polynomial, then its conjugate roots , , ..., 
are also roots of the generator polynomial, where  is the degree of the Galois field

• The presence of conjugate roots in the generator polynomial ensures that the resulting BCH code is
cyclic

• Cyclic codes have the property that any cyclic shift of a codeword is also a codeword, which simplifies
encoding and decoding operations

• The inclusion of conjugate roots in the generator polynomial also helps in achieving the desired
error-correcting capability and minimum distance of the BCH code

Primitive and Minimal Polynomials
• A primitive polynomial is a monic irreducible polynomial over a finite field that has a primitive element
as one of its roots

• The minimal polynomial of an element  in a Galois field is the lowest degree monic polynomial with
coefficients from the base field that has  as a root

• In BCH code construction, the generator polynomial is formed by taking the product of the minimal
polynomials of the chosen roots (elements of the cyclotomic cosets)

• The degree of the minimal polynomial of an element  is equal to the size of the cyclotomic coset
containing 

7.2 Error-Locator Polynomials
Error-locator polynomials are key to decoding BCH codes. They help pinpoint where errors occur in
received codewords. By finding the roots of these polynomials, we can figure out exactly which bits got
messed up during transmission.
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This topic builds on earlier concepts in BCH codes. It shows how we use mathematical tools like
polynomials and Galois fields to detect and fix errors. Understanding this process is crucial for grasping
how BCH codes work in practice.

Error-Locator Polynomial and Syndrome Polynomial

Defining the Error-Locator Polynomial
• Error-locator polynomial  is a polynomial whose roots are the reciprocals of the error locations in
a received codeword

• Defined as

where  are the error locations and  is the number of errors

• Coefficients of  provide information about the error locations in the received codeword

• Finding the roots of  allows for determining the positions of the errors in the codeword

Syndrome Polynomial and Equations
• Syndrome polynomial  is a polynomial derived from the syndromes of a received codeword

• Syndromes are calculated by evaluating the received polynomial at the roots of the generator
polynomial

• Syndrome equations are a set of equations relating the syndromes and the coefficients of the
error-locator polynomial

• Solving the syndrome equations helps determine the coefficients of 

• Example syndrome equation: 

Error Pattern and Correction
• Error pattern refers to the positions and values of the errors in a received codeword

• Once the error-locator polynomial is determined, the error pattern can be found

• Error correction involves subtracting the error pattern from the received codeword to obtain the
original transmitted codeword

• Example: If the error pattern is , the errors are at positions 1 and 3 with values  and 

Error Locations and Values

Determining Error Locations
• Error location numbers are the positions of the errors in the received codeword

• Found by calculating the roots of the error-locator polynomial 

• Roots are typically expressed as powers of the primitive element  of the Galois field

• Example: If the roots of  are  and , the errors are at positions 2 and 5
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Calculating Error Values
• Error values are the actual values of the errors at the error locations

• Calculated using Forney's algorithm, which involves evaluating a modified syndrome polynomial at the
error locations

• Modified syndrome polynomial is obtained by dividing the syndrome polynomial by the error-locator
polynomial

• Example: If the error location is  and the modified syndrome polynomial evaluated at  is , the
error value is 

Newton's Identities and Decoding
• Newton's identities are a set of equations relating the coefficients of a polynomial to its power sums

• Used in the decoding process to solve for the coefficients of the error-locator polynomial

• Involve the syndromes and the elementary symmetric functions of the error locations

• Solving Newton's identities helps determine the error-locator polynomial, leading to the error locations
and values

• Example: , , 

7.3 Berlekamp-Massey Algorithm
The Berlekamp-Massey algorithm is a key player in decoding BCH codes. It finds the shortest linear
feedback shift register that generates a given sequence, helping identify error positions in received
codewords.

This algorithm works iteratively, processing one element at a time. It maintains and updates a minimal
polynomial estimate based on discrepancies between predicted and actual values, making it efficient for
error correction in communication systems.

Berlekamp-Massey Algorithm Fundamentals

Overview of the Algorithm and Its Purpose
• Berlekamp-Massey algorithm finds the shortest linear feedback shift register (LFSR) that generates a
given sequence

• Used in decoding BCH codes and other applications involving linear recurrent sequences

• Takes a finite sequence of elements as input and outputs the minimal polynomial of the LFSR that
generates the sequence

• Minimal polynomial is the polynomial of lowest degree that generates the given sequence when used
as the feedback polynomial in an LFSR

Linear Feedback Shift Registers (LFSRs) and Their Role
• Linear feedback shift register (LFSR) is a shift register whose input bit is a linear function of its
previous state
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• Consists of a sequence of flip-flops and a feedback function that combines the state of certain
flip-flops to produce the next input bit

• LFSRs are used in various applications, including cryptography (stream ciphers), pseudo-random
number generation, and error-correcting codes

• The feedback function of an LFSR can be represented by a polynomial, called the feedback
polynomial or characteristic polynomial

Iterative Process of the Algorithm
• Berlekamp-Massey algorithm works iteratively, processing one element of the input sequence at a
time

• Maintains a current estimate of the minimal polynomial and updates it as needed based on the
discrepancy between the predicted and actual values

• At each iteration, the algorithm computes the discrepancy and decides whether to update the current
polynomial or adjust the number of terms

• The algorithm terminates when all elements of the input sequence have been processed, yielding the
minimal polynomial of the LFSR

Algorithm Performance

Discrepancy and Its Role in Updating the Polynomial
• Discrepancy is the difference between the predicted value (based on the current polynomial) and the
actual value of the next element in the sequence

• Computed at each iteration of the Berlekamp-Massey algorithm

• If the discrepancy is zero, the current polynomial is consistent with the input sequence, and no update
is needed

• If the discrepancy is non-zero, the algorithm updates the current polynomial by adding a multiple of a
previously stored polynomial, ensuring that the discrepancy becomes zero for the current iteration

Error Correction Capability and Limitations
• Berlekamp-Massey algorithm is used in the decoding process of BCH codes, which are a class of
error-correcting codes

• The algorithm can determine the error locator polynomial, which helps identify the positions of errors
in the received codeword

• The error correction capability of BCH codes depends on the designed minimum distance of the code

• BCH codes can correct up to  errors, where  is the minimum distance of the code

• The algorithm's success in error correction is limited by the number and distribution of errors in the
received codeword

Complexity Analysis and Efficiency
• Berlekamp-Massey algorithm has a time complexity of , where  is the length of the input
sequence
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• The algorithm requires  space complexity to store the current and previous polynomials

• Despite the quadratic time complexity, the algorithm is considered efficient in practice, especially for
decoding BCH codes

• Variants of the algorithm, such as the inversionless Berlekamp-Massey algorithm, have been
developed to improve efficiency by avoiding polynomial inversions

• The efficiency of the algorithm makes it suitable for use in real-time applications, such as error
correction in communication systems

7.4 Chien Search and Forney's Algorithm
BCH codes are powerful error-correcting codes used in digital communications. The Chien Search and
Forney's Algorithm are crucial steps in decoding these codes, working together to find and fix errors in
received messages.

Chien Search finds where errors occurred by checking each element in a finite field. Forney's Algorithm
then calculates the exact values of those errors. Together, they help recover the original message, making
BCH codes reliable for transmitting data in noisy channels.

Chien Search

Overview of Chien Search
• Chien search is a root-finding algorithm used in the decoding process of BCH codes

• Determines the error locations in the received codeword by evaluating the error locator polynomial

• Involves systematically checking each element of the finite field as a potential root of the error locator
polynomial

• Enables efficient identification of the positions where errors have occurred in the transmitted codeword

Complexity and Efficiency
• Chien search contributes to the overall decoding complexity of BCH codes

• Requires evaluating the error locator polynomial for each element in the finite field

• Finite field size depends on the parameters of the BCH code

• Larger finite fields lead to increased computational complexity

• Can be implemented using hardware parallelization techniques to improve efficiency

• Parallel evaluation of the error locator polynomial at multiple points simultaneously

• Reduces the time required for the root-finding process

Forney's Algorithm

Purpose and Functionality
• Forney's algorithm is used to calculate the error magnitudes in the decoding process of BCH codes

• Determines the actual values of the errors at the locations identified by the Chien search
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• Utilizes the error evaluator polynomial, which is derived from the error locator polynomial and the
syndrome polynomial

• Calculates the error magnitudes by evaluating the error evaluator polynomial at the reciprocal of the
error locations

Error Correction Process
• Forney's algorithm is a crucial step in the overall error correction process of BCH codes

• Follows the Chien search, which identifies the error locations

• Calculates the error magnitudes using the error evaluator polynomial and the error locations

• Enables the correction of errors in the received codeword

• Error magnitudes are added to the corresponding positions in the received codeword

• Restores the original transmitted codeword, assuming the number of errors is within the
error-correcting capability of the BCH code

• Completes the decoding process, allowing the recovery of the original message from the corrected
codeword
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Unit 8 – Reed-Solomon Codes: Encoding
and Decoding
8.1 Reed-Solomon Code Construction
Reed-Solomon codes are powerful error-correcting codes built on finite fields. They use a generator
polynomial with roots that are consecutive powers of a primitive element, allowing for efficient encoding
and decoding.

The construction of Reed-Solomon codes determines their error-correcting capabilities. By carefully
choosing the generator polynomial, we can create codes that can correct multiple symbol errors, making
them ideal for various applications in digital communication and storage.

Finite Field Fundamentals

Properties and Elements of Finite Fields
• Finite fields consist of a finite number of elements and satisfy specific algebraic properties

• Closure under addition and multiplication

• Associativity, commutativity, and distributivity

• Existence of additive and multiplicative identity elements

• Existence of additive and multiplicative inverses for non-zero elements

• Finite fields are denoted as , where  is the number of elements in the field and must be a
prime power ( , where  is prime and  is a positive integer)

• Examples of finite fields include  (binary field) and  (8-bit field used in many
applications)

Primitive Elements and Generator Polynomials
• A primitive element  of a finite field  generates all non-zero elements of the field through
successive powers ( )

• Example: In , the primitive element  satisfies  (the multiplicative identity)

• The minimal polynomial of a primitive element is called the primitive polynomial or generator
polynomial

• Generator polynomials are irreducible polynomials that divide 

• Roots of the generator polynomial are consecutive powers of the primitive element (
, where  is the degree of the polynomial)

• These roots are used in the construction of Reed-Solomon codes
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Generator Polynomial Construction

Constructing the Generator Polynomial
• The generator polynomial  of a Reed-Solomon code is constructed as the product of linear
factors corresponding to the roots of the polynomial

• , where  is a primitive element,  is the starting power,
and  is the number of factors

• The degree of the generator polynomial determines the number of parity symbols in the codeword

• A generator polynomial of degree  can correct up to  symbol errors

BCH Bound and Error Correction Capability
• The BCH (Bose-Chaudhuri-Hocquenghem) bound is a lower bound on the minimum distance of a
cyclic code, including Reed-Solomon codes

• If a generator polynomial has  consecutive powers of a primitive element as roots, the minimum
distance of the code is at least 

• The error correction capability of a Reed-Solomon code is determined by the BCH bound

• A code with a minimum distance of  can correct up to  symbol errors

Reed-Solomon Code Properties

Code Parameters and Systematic Encoding
• Reed-Solomon codes are characterized by the following parameters:

• Block length: , where  is the size of the finite field

• Number of information symbols: , where  is the degree of the generator polynomial

• Number of parity symbols: 

• Reed-Solomon codes are typically encoded systematically, meaning the information symbols appear
unchanged in the codeword

• The parity symbols are appended to the information symbols to form the complete codeword

• Example: For a Reed-Solomon code with , , and , a codeword would have the form
, where  are the information symbols and  are the parity symbols

Minimum Distance and Error Correction
• The minimum distance of a Reed-Solomon code is , where  is the
degree of the generator polynomial

• This follows from the BCH bound, as the generator polynomial has  consecutive powers of a
primitive element as roots

• The error correction capability of a Reed-Solomon code is , where  is the minimum
distance

• Example: A Reed-Solomon code with a minimum distance of 5 can correct up to 2 symbol errors
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8.2 Encoding Techniques for Reed-Solomon Codes
Reed-Solomon codes are powerful error-correcting codes used in digital communication and storage
systems. This section dives into encoding techniques, exploring systematic and non-systematic methods,
as well as polynomial evaluation for creating codewords.

Understanding the mathematical foundation is crucial for Reed-Solomon encoding. We'll look at message
and codeword polynomials, parity symbols, and Galois field arithmetic, which form the backbone of these
sophisticated error-correction algorithms.

Encoding Methods

Systematic Encoding
• Systematic encoding preserves the original message symbols in the encoded codeword

• Adds parity symbols to the end of the message symbols for error correction

• Allows for easy extraction of the original message from the codeword without decoding

• Commonly used in Reed-Solomon codes due to its simplicity and efficiency

• Example: If the message is , the systematically encoded codeword would be
, where  are the parity symbols

Non-systematic Encoding
• Non-systematic encoding transforms the original message symbols into a different representation

• The original message symbols are not directly preserved in the encoded codeword

• Requires decoding to recover the original message from the codeword

• Can provide additional security or privacy by obscuring the original message

• Example: If the message is , a non-systematically encoded codeword could be
, where  are the transformed symbols

Polynomial Evaluation
• Polynomial evaluation encodes the message by evaluating a message polynomial at distinct points

• The message symbols are treated as coefficients of a polynomial

• The codeword symbols are obtained by evaluating  at  distinct points 

• The resulting codeword is 

• Allows for efficient encoding and decoding using polynomial arithmetic

• Example: If  and the evaluation points are , , , the
codeword would be 
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Polynomial Representation

Message Polynomial
• The message polynomial  represents the original message symbols as coefficients

• The degree of  is one less than the number of message symbols, i.e., 

• The coefficients of  are elements of a finite field, typically a Galois field 

• Example: If the message is , the message polynomial would be 

Codeword Polynomial
• The codeword polynomial  represents the encoded codeword symbols as coefficients

• The degree of  is one less than the number of codeword symbols, i.e., 

• The coefficients of  are elements of the same finite field as the message polynomial

• The codeword polynomial is obtained by encoding the message polynomial using a generator
polynomial 

• Example: If the message polynomial is  and the generator polynomial is
, the codeword polynomial would be

Parity Symbols
• Parity symbols are additional symbols added to the message symbols to form the codeword

• The number of parity symbols is determined by the difference between the codeword length  and the
message length , i.e., 

• Parity symbols provide redundancy for error detection and correction

• The values of the parity symbols are calculated based on the message symbols and the encoding
method used

• Example: If the message is  and the codeword length is 6, the parity symbols could be
, resulting in the codeword 

Mathematical Foundation

Galois Field Arithmetic
• Reed-Solomon codes rely on arithmetic operations performed in Galois fields, also known as finite
fields

• A Galois field  is a field with a finite number of elements, where  is a prime power

• Arithmetic operations in  include addition, subtraction, multiplication, and division

• Elements of  can be represented as polynomials with coefficients from 

• Polynomial arithmetic in  is performed modulo a primitive polynomial of degree , where
 and  is prime
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• Example: In  with primitive polynomial , the elements can be represented as

• Addition in  is performed component-wise modulo 2, e.g., 

• Multiplication in  is performed as polynomial multiplication modulo the primitive polynomial,
e.g.,  mod 

• Galois field arithmetic ensures that all operations performed during encoding and decoding are
well-defined and produce valid codewords

8.3 Decoding Algorithms: Key Equation and Euclidean Algorithm
Reed-Solomon codes are powerful error-correcting codes used in digital communication. They rely on key
equations and decoding algorithms to detect and correct errors in transmitted data, making them crucial for
maintaining data integrity in noisy channels.

This section dives into the nitty-gritty of decoding algorithms. We'll explore syndrome calculation, the key
equation, and efficient methods like the Berlekamp-Massey and Euclidean algorithms for solving these
equations and correcting errors in received codewords.

Syndrome Calculation and Key Equation

Syndrome Calculation
• Syndromes are calculated by evaluating the received codeword at the roots of the generator
polynomial

• Allows for detection and location of errors in the received codeword

• Syndromes will be zero if there are no errors and non-zero if errors are present

• Syndrome polynomial  is formed from the calculated syndrome values

• , where  is the error-correcting capability of the code

• Number of syndromes needed is , where  is the number of errors the code can correct

• For example, if a code can correct up to 2 errors, 4 syndromes are needed ( )

Key Equation and Error Polynomials
• Key equation relates the syndrome polynomial , error locator polynomial , and error
evaluator polynomial 

• 

• Error locator polynomial  has roots that are the reciprocals of the error locations

• Degree of  is equal to the number of errors

• Coefficients of  are used to locate the errors in the received codeword

• Error evaluator polynomial  is used to determine the error values at the error locations

• Degree of  is less than the degree of 

• Solving the key equation for  and  is a crucial step in the decoding process
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• Allows for the determination of error locations and values

Decoding Algorithms

Berlekamp-Massey Algorithm
• Efficient algorithm for solving the key equation and finding the error locator polynomial  and error
evaluator polynomial 

• Iteratively updates  and  based on the syndromes

• Maintains the minimal degree of  at each iteration

• Complexity of the algorithm is quadratic in the number of syndromes

• For example, if there are 4 syndromes, the algorithm will have a complexity of 

Euclidean Algorithm
• Alternative method for solving the key equation and finding  and 

• Based on the Extended Euclidean Algorithm for finding the greatest common divisor (GCD) of two
polynomials

• Performs polynomial division to find the GCD and the coefficients of the Bézout's identity

• Stops when the degree of the remainder polynomial is less than , the error-correcting capability of the
code

• The last non-zero remainder is , and the corresponding quotient is 

Chien Search and Forney Algorithm
• Chien search is used to find the error locations by evaluating  at all possible field elements

• Error locations are the reciprocals of the roots of 

• Complexity is linear in the codeword length

• Forney algorithm calculates the error values at the error locations found by the Chien search

• Uses the error evaluator polynomial  and the derivative of the error locator polynomial 

• Error value at location  is given by 

Error Correction Capacity
• Reed-Solomon codes can correct up to  errors, where 

•  is the codeword length, and  is the message length

• For example, if  and , the code can correct up to  errors

• Increasing the error correction capacity requires increasing the number of parity symbols 

• Comes at the cost of reduced information rate, as more symbols are used for error correction

• Choice of error correction capacity depends on the expected error rate of the communication channel



Fiveable archived study guides Page 67

• Higher error rates require higher error correction capacity

• Trade-off between error correction and data throughput must be considered

8.4 Applications of Reed-Solomon Codes
Reed-Solomon codes are versatile error-correcting codes with wide-ranging applications. They're used in
data storage, telecommunications, and deep space communications to ensure data integrity and reliability.

These codes shine in optical discs, QR codes, and satellite communications. They protect against burst
errors, making them ideal for scenarios where data loss could be catastrophic or inconvenient.

Data Storage and Retrieval

Optical Disc Technologies
• Optical discs store data digitally using microscopic pits and lands on a reflective surface

• Pits and lands represent binary data (0s and 1s)

• Compact Discs (CDs) were the first widely adopted optical disc format

• CDs can store up to 700MB of data (audio, video, or computer files)

• Digital Versatile Discs (DVDs) increased storage capacity compared to CDs

• Single-layer DVDs can store up to 4.7GB, while dual-layer DVDs can hold up to 8.5GB

• Blu-ray discs further increased storage capacity using a blue laser with a shorter wavelength

• Single-layer Blu-ray discs can store up to 25GB, while dual-layer discs can hold up to 50GB

QR Codes and Data Encoding
• QR (Quick Response) codes are two-dimensional barcodes that can store various types of data

• QR codes can encode text, URLs, contact information, and more

• QR codes consist of black and white squares arranged in a grid pattern

• The pattern of squares represents the encoded data

• Smartphones and dedicated scanners can quickly read and decode QR codes

• This allows for rapid access to the stored information (product details, website links)

RAID Systems for Data Redundancy
• RAID (Redundant Array of Independent Disks) systems combine multiple hard drives to improve
performance and fault tolerance

• RAID 0 splits data across multiple drives for faster read/write speeds but offers no redundancy

• If one drive fails, all data is lost

• RAID 1 mirrors data across two or more drives for redundancy

• If one drive fails, data can be retrieved from the other drive(s)

• RAID 5 uses striping with distributed parity for improved performance and fault tolerance
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• Parity information is spread across all drives, allowing data recovery if one drive fails

Telecommunications

Digital Television Technologies
• Digital television (DTV) transmits audio and video signals as digital data rather than analog waveforms

• DTV offers improved picture and sound quality compared to analog television

• Digital signals are less susceptible to interference and degradation

• High-definition television (HDTV) is a type of DTV with higher resolution and aspect ratio

• HDTV typically has a resolution of 720p, 1080i, or 1080p (progressive or interlaced scanning)

• Digital Video Broadcasting (DVB) standards are used for DTV transmission in many countries

• DVB-T for terrestrial, DVB-S for satellite, and DVB-C for cable transmission

Satellite Communications Systems
• Satellite communications use artificial satellites to relay signals between Earth-based stations

• Geostationary satellites orbit at an altitude of 35,786 km, appearing stationary above a fixed point on
Earth

• This allows for continuous coverage of a specific region

• Low Earth Orbit (LEO) satellites orbit at altitudes between 160-2,000 km

• LEO satellites have lower latency but require a constellation of satellites for continuous coverage
(Iridium, Starlink)

• Satellite communications are used for television broadcasting, telephone, internet, and GPS services

Deep Space Communications Networks
• Deep space communications involve sending and receiving signals to and from spacecraft beyond
Earth's orbit

• NASA's Deep Space Network (DSN) is a global system of large antennas for communicating with
interplanetary missions

• DSN has facilities in California, Spain, and Australia for continuous coverage as Earth rotates

• Deep space communications use high-frequency radio waves (microwave, X-band, Ka-band) to
penetrate Earth's atmosphere

• Higher frequencies allow for higher data rates but are more susceptible to signal attenuation

• Error-correcting codes, such as Reed-Solomon codes, are used to ensure data integrity over vast
distances

• These codes add redundancy to the transmitted data, allowing for the correction of errors caused by
signal degradation
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Unit 9 – Algebraic Geometry Codes: Intro
& Properties
9.1 Basics of Algebraic Curves and Function Fields
Algebraic curves and function fields form the foundation of algebraic geometry codes. These mathematical
structures provide a rich framework for creating powerful error-correcting codes, combining geometry and
number theory in innovative ways.

The study of algebraic curves, their associated function fields, and key concepts like genus and rational
points is crucial. These elements determine the properties and performance of the resulting codes,
influencing their error-correction capabilities and efficiency in data transmission.

Algebraic Curves and Function Fields

Defining Algebraic Curves and Function Fields
• Algebraic curve defined as the set of solutions to a polynomial equation  in two variables
over a field

• Function field associated with an algebraic curve consists of rational functions on the curve

• Rational functions are ratios of polynomials in the coordinate functions  and 

• Function field forms a field extension of the base field (typically the complex numbers  or a finite field
)

Genus as a Measure of Complexity
• Genus of an algebraic curve measures its complexity or the number of "holes" in the curve

• Higher genus indicates a more complex curve (a sphere has genus 0, a torus has genus 1)

• Genus can be calculated using the degree of the defining polynomial and the number of singularities

• Smooth curve of degree  in the projective plane has genus 

• Genus plays a crucial role in the Riemann-Roch theorem and the properties of the function field

Geometric Spaces

Projective Plane as a Geometric Setting
• Projective plane  is an extension of the usual Euclidean plane that includes points at infinity

• Points in the projective plane are represented by homogeneous coordinates 

• Provides a compact and symmetric setting for studying algebraic curves

• Projective transformations (linear transformations of homogeneous coordinates) preserve the
geometry of curves

• Allows for simplification and normalization of curve equations
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Affine Plane as a Local View
• Affine plane  is the usual Euclidean plane, a subset of the projective plane

• Points in the affine plane have coordinates 

• Obtained from the projective plane by setting one coordinate to 1 (dehomogenization)

• Affine plane provides a local view of an algebraic curve

• Useful for studying the behavior of a curve near a specific point

• Transition between affine and projective planes by homogenization and dehomogenization of
coordinates

Key Concepts

Rational Points and Their Significance
• Rational points on an algebraic curve are points whose coordinates are in the base field

• For curves over , rational points have rational number coordinates

• For curves over , rational points have coordinates in the finite field

• Rational points form a group under the addition law derived from the curve's geometry

• Group law allows for the construction of cryptographic protocols (elliptic curve cryptography)

• Number of rational points is related to the genus and the base field by the Hasse-Weil bound

Divisors as Formal Sums of Points
• Divisor on an algebraic curve is a formal sum of points with integer coefficients

• Divisors form an abelian group under pointwise addition

• Degree of a divisor is the sum of its coefficients

• Principal divisors are divisors of rational functions on the curve

• Divisor of a function  is , where  is the order of vanishing of  at 

• Divisor class group is the quotient of the divisor group by the subgroup of principal divisors

Riemann-Roch Theorem and Its Applications
• Riemann-Roch theorem relates the dimension of the space of functions with prescribed poles and
zeros to the genus

• For a divisor , , where  is a canonical divisor and 
is the genus

• Riemann-Roch theorem has applications in coding theory and the construction of algebraic geometry
codes

• Allows for the estimation of the parameters of algebraic geometry codes

• Provides a method for the explicit construction of generator and parity-check matrices
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• Theorem is a powerful tool for understanding the structure of the function field and the geometry of the
curve

9.2 Construction of AG Codes
Algebraic geometry codes are powerful error-correcting codes built using curves over finite fields. They're
created by evaluating functions at specific points on these curves. This process, known as the Goppa
construction, yields evaluation codes with properties linked to the curve's structure.

The construction involves choosing rational points on the curve and using the Riemann-Roch space of
functions. The code's dimension and minimum distance are determined by the curve's properties, making
these codes both fascinating and practical for error correction.

Construction of Evaluation Codes

Goppa Construction and Evaluation Codes
• Goppa construction is a method for constructing linear codes using algebraic curves over finite fields

• Involves selecting a set of rational points on the curve and evaluating certain rational functions at
these points

• Evaluation codes are a type of linear code obtained through the Goppa construction

• Codewords are obtained by evaluating a set of rational functions at the chosen rational points on the
curve

• The set of rational functions forms a vector space known as the Riemann-Roch space

• The dimension and minimum distance of the resulting evaluation code can be determined using the
Riemann-Roch theorem

Rational Points and Generator Matrix
• Rational points are points on an algebraic curve whose coordinates are elements of a finite field

• The set of rational points is denoted by , where  is the finite field with  elements

• The number of rational points is bounded by the Hasse-Weil bound: , where
 is the genus of the curve

• The generator matrix of an evaluation code is constructed using the evaluations of the basis functions
of the Riemann-Roch space at the chosen rational points

• Each row of the generator matrix corresponds to a basis function, and each column corresponds to a
rational point

• The entries of the generator matrix are the evaluations of the basis functions at the corresponding
rational points

Residue Codes and Divisors

Residue Codes
• Residue codes are a type of algebraic-geometric code that can be obtained from evaluation codes
through a process called code shortening
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• Involves puncturing the evaluation code at certain positions and then applying a linear transformation
to the resulting code

• The properties of residue codes, such as dimension and minimum distance, can be determined using
the Riemann-Roch theorem and the properties of the underlying algebraic curve

Divisors and Riemann-Roch Space
• A divisor on an algebraic curve is a formal sum of points on the curve with integer coefficients

• Can be thought of as a way to assign multiplicities to points on the curve

• The degree of a divisor is the sum of its coefficients

• The Riemann-Roch space associated with a divisor  is the vector space of rational functions on the
curve whose pole divisor is bounded by 

• Denoted by 

• The dimension of the Riemann-Roch space is given by the Riemann-Roch theorem:
, where  is the canonical divisor and  is the genus of

the curve

• The basis functions of the Riemann-Roch space are used to construct the generator matrix of the
corresponding evaluation code or residue code

9.3 Parameters and Bounds of AG Codes
Algebraic Geometry (AG) codes are a powerful class of error-correcting codes that use algebraic curves to
construct efficient coding schemes. These codes offer unique advantages in terms of their minimum
distance, dimension, and length, which are crucial parameters for determining their error-correcting
capabilities.

The study of AG codes involves analyzing important bounds like the Goppa bound and the
Tsfasman-Vladut-Zink bound. These bounds help researchers understand the theoretical limits of AG
codes and guide the development of new construction methods to optimize their performance.

Key Parameters

Defining Characteristics of Algebraic Geometry Codes
• Minimum distance determines the error-correcting capability of the code

• Represents the smallest number of positions in which any two codewords differ

• A larger minimum distance allows for correcting more errors

• Can be calculated using the Goppa bound (discussed later)

• Dimension specifies the number of information symbols in each codeword

• Directly related to the size of the underlying algebraic curve used for constructing the code

• Higher dimension generally leads to higher information rate

• Dimension and minimum distance are key factors in determining the efficiency of the code

• Length of the code is determined by the number of rational points on the algebraic curve
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• Rational points are solutions to the curve's equation with coordinates in a given field

• The set of rational points is used to define the encoding and decoding processes

• A larger number of rational points allows for constructing codes with longer codewords

Asymptotic Behavior and Performance Limits
• Asymptotic properties describe the behavior of the code as the length tends to infinity

• Provides insights into the ultimate performance limits of algebraic geometry codes

• Helps in comparing different coding schemes and understanding their trade-offs

• The Tsfasman-Vladut-Zink (TVZ) bound gives an upper limit on the asymptotic performance

• States that the ratio of the dimension to the length (information rate) plus the ratio of the minimum
distance to the length (relative distance) is asymptotically bounded by a constant depending on the field
size

• The TVZ bound is a significant improvement over the Gilbert-Varshamov (GV) bound for certain field
sizes

• Achieving the TVZ bound would result in codes with excellent error-correction capabilities

• Asymptotic analysis helps in designing codes that approach the theoretical limits

• By understanding the asymptotic behavior, researchers can develop construction methods that
optimize the trade-off between information rate and error-correction

• The goal is to find algebraic curves and construction techniques that yield codes with parameters
close to the asymptotic bounds

Important Bounds

Goppa Bound and Its Significance
• The Goppa bound provides a lower limit on the minimum distance of an algebraic geometry code

• It states that the minimum distance is at least , where  is the length,  is the
dimension, and  is the genus of the underlying algebraic curve

• The genus is a measure of the complexity of the curve and is related to its degree and singularities

• A smaller genus leads to a better lower bound on the minimum distance

• The Goppa bound is named after Valery Denisovich Goppa, who introduced algebraic geometry
codes in the 1980s

• Goppa's work laid the foundation for the study of AG codes and their properties

• The Goppa bound is a fundamental result in the theory of AG codes and is used extensively in their
analysis and design

• Constructing codes that meet or exceed the Goppa bound is a major goal in AG coding theory

• Codes meeting the Goppa bound are called maximal or optimal codes

• Finding explicit constructions of maximal AG codes is an active area of research
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• Maximal AG codes have the best possible parameters for a given length and dimension

Tsfasman-Vladut-Zink Bound and Gilbert-Varshamov Bound
• The Tsfasman-Vladut-Zink (TVZ) bound is an important asymptotic bound for AG codes

• It gives an upper limit on the sum of the information rate and the relative minimum distance of an AG
code

• The bound depends on the size of the underlying finite field and the ratio of the number of rational
points to the genus of the curve

• For certain field sizes, the TVZ bound exceeds the Gilbert-Varshamov (GV) bound, which is a
well-known lower bound on the parameters of general linear codes

• The Gilbert-Varshamov (GV) bound is a benchmark for comparing the performance of different coding
schemes

• It gives a lower bound on the maximum number of codewords in a code with a given length and
minimum distance

• The GV bound is an existence result and does not provide explicit constructions of codes meeting the
bound

• Many researchers aim to find explicit code constructions that surpass the GV bound

• Comparing the TVZ bound with the GV bound highlights the potential of AG codes

• For certain parameter ranges, AG codes can achieve better trade-offs between information rate and
minimum distance than what is guaranteed by the GV bound

• This superiority of AG codes has motivated extensive research into their construction and optimization

• However, it is important to note that the TVZ bound is an asymptotic result, and constructing practical
AG codes that approach or exceed the GV bound remains a challenging problem

9.4 Decoding Techniques for AG Codes
Algebraic Geometry (AG) codes offer powerful error-correction capabilities. Decoding techniques for AG
codes range from syndrome-based methods to advanced algorithms like Guruswami-Sudan. These
approaches leverage the mathematical structure of AG codes to efficiently detect and correct errors.

Decoding AG codes involves unique challenges due to their complex algebraic structure. Techniques like
majority voting and list decoding push the boundaries of error correction, while soft-decision methods
incorporate reliability information for improved performance. Understanding these techniques is crucial for
harnessing the full potential of AG codes.

Syndrome-Based Decoding Techniques

Syndrome Decoding Fundamentals
• Syndrome decoding technique uses the syndrome of a received word to detect and correct errors

• Syndrome calculated by multiplying received word with parity-check matrix

• Non-zero syndrome indicates presence of errors

• Decoding process involves finding the error pattern that corresponds to the calculated syndrome
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• Error pattern added to received word to obtain the original codeword

• Syndrome decoding particularly effective for linear codes (Reed-Solomon, BCH)

Berlekamp-Massey-Sakata Algorithm
• Berlekamp-Massey-Sakata (BMS) algorithm extends the Berlekamp-Massey algorithm to decode AG
codes

• Berlekamp-Massey algorithm used for decoding BCH and Reed-Solomon codes

• BMS algorithm finds the error locator polynomial and error evaluator polynomial

• Error locator polynomial roots indicate the positions of errors

• Error evaluator polynomial used to determine the error values

• Algorithm uses the syndrome sequence to construct a system of linear equations

• Solves the system to obtain the coefficients of the error locator and evaluator polynomials

• BMS algorithm has a time complexity of , where  is the code length

Majority Voting Decoding
• Majority voting a decoding technique used for AG codes constructed from curves with many rational
points

• Decoding process involves evaluating the received word at multiple sets of rational points

• Each set of points produces a candidate codeword

• Majority voting selects the candidate codeword that appears most frequently

• Assumes that the correct codeword will be the most common among the candidates

• Majority voting can correct up to  errors, where  is the minimum distance of the code

• Technique particularly useful when the number of rational points is significantly larger than the code
length

Advanced Decoding Algorithms

Guruswami-Sudan Algorithm
• Guruswami-Sudan (GS) algorithm a list decoding algorithm for AG codes

• List decoding outputs a list of candidate codewords instead of a single codeword

• GS algorithm based on the principle of interpolation and factorization

• Constructs a bivariate polynomial that passes through the points of the received word

• Factors the interpolation polynomial to obtain the list of candidate codewords

• Algorithm can correct up to  errors, where  is the code length and  is the dimension

• Exceeds the traditional error-correction capacity of 

• GS algorithm has a higher decoding complexity compared to syndrome-based techniques
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• Time complexity of  for the interpolation step and  for the factorization step

List Decoding Techniques
• List decoding outputs a list of candidate codewords instead of a single codeword

• Useful when the number of errors exceeds the error-correction capacity of unique decoding

• List decoding algorithms (Guruswami-Sudan) can correct more errors than traditional bounded
distance decoding

• Provides a trade-off between decoding accuracy and the size of the output list

• List decoding particularly relevant for AG codes due to their high error-correction potential

• Postprocessing techniques used to select the most likely codeword from the output list

• Techniques include using additional information (soft-decision decoding) or applying a second
decoding step

Soft-Decision Decoding
• Soft-decision decoding uses reliability information associated with each received symbol

• Reliability information obtained from the demodulator or channel output

• Decoding process assigns weights to the symbols based on their reliability

• Symbols with higher reliability given more weight in the decoding decision

• Soft-decision decoding algorithms (SOVA, MAP) can provide significant performance gains over
hard-decision decoding

• Particularly effective in channels with additive white Gaussian noise (AWGN)

• Incorporating soft-decision information into AG code decoding can improve error-correction
performance

• Techniques include weighted interpolation in the Guruswami-Sudan algorithm or using
reliability-based metrics in list decoding
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Unit 10 – Convolutional Codes and Trellis
Decoding
10.1 Structure and Representation of Convolutional Codes
Convolutional codes are a type of error-correcting code used in digital communications. They process input
bits sequentially, using shift registers and generator polynomials to create encoded output sequences. This
encoding method allows for continuous error correction as data is transmitted.

The structure of convolutional encoders includes key components like shift registers and modulo-2 adders.
Important parameters such as constraint length, code rate, and generator polynomials define the code's
properties and error-correcting capabilities. Understanding these elements is crucial for analyzing and
implementing convolutional codes effectively.

Convolutional Encoder Structure

Components and Operation of Convolutional Encoders
• Convolutional encoders process input sequences and generate encoded output sequences

• Utilize shift registers to store and shift input bits

• Shift registers consist of a series of memory elements that hold input bits

• Input bits are shifted through the registers in a sequential manner

• Encoder memory refers to the number of previous input bits that influence the current output

• Determined by the number of shift registers used in the encoder structure

Input and Output Sequences
• Input sequence represents the stream of information bits to be encoded

• Typically denoted as a sequence of binary digits (0s and 1s)

• Output sequence is the encoded version of the input sequence

• Generated by applying a set of generator polynomials to the input sequence

• Length of the output sequence is determined by the code rate and the length of the input sequence

Generator Polynomials and Code Properties

Defining Generator Polynomials
• Generator polynomials specify the connections between the shift registers and the modulo-2 adders in
the encoder

• Represented as binary sequences or octal numbers

• Binary representation: , 

• Octal representation: , 
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• Number of generator polynomials determines the number of output bits for each input bit

Code Parameters and Properties
• Constraint length ( ) is the number of shift registers plus one

• Represents the length of the convolutional encoder's memory

• Higher constraint lengths lead to better error-correcting capabilities but increased complexity

• Code rate ( ) is the ratio of the number of input bits to the number of output bits

• Calculated as , where  is the number of input bits and  is the number of output bits

• Common code rates include 1/2, 1/3, and 2/3

• Impulse response is the output sequence generated when a single '1' bit is input followed by all '0' bits

• Used to analyze the behavior and properties of the convolutional code

Encoder State Transitions

State Representation and Transitions
• States in a convolutional encoder represent the contents of the shift registers at a given time

• Number of states depends on the constraint length ( ) of the encoder

• Number of states = 

• State transitions occur when new input bits are shifted into the registers

• Determined by the current state and the input bit value

• State transition diagram illustrates the possible transitions between states

• Nodes represent the states, and edges represent the transitions based on the input bit

Analyzing State Transitions
• State transitions provide insights into the encoding process and code structure

• Tracing the path of state transitions for a given input sequence helps in understanding the output
sequence generation

• Analysis of state transitions is crucial for decoding convolutional codes using techniques like the
Viterbi algorithm

• Viterbi algorithm uses the trellis diagram, which is an extension of the state transition diagram, to
determine the most likely transmitted sequence

10.2 State Diagrams and Trellis Representations
Convolutional codes are powerful error-correcting codes used in digital communications. State diagrams
and trellis representations are essential tools for understanding and working with these codes, providing
visual ways to depict encoder behavior and decode received messages.

These diagrams help us grasp the inner workings of convolutional encoders and decoders. By exploring
state transitions, branch metrics, and path metrics, we can see how these codes protect data from errors
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and how receivers can recover the original message.

State and Trellis Diagrams

Representing Convolutional Codes with State Diagrams
• State diagrams visually represent the behavior of a convolutional encoder

• Consist of nodes representing encoder states and edges representing state transitions

• Each edge is labeled with the input bit and corresponding output bits

• Provide a compact way to describe the encoding process

Trellis Diagrams: Unfolding the State Diagram
• Trellis diagrams are an alternative representation of convolutional codes

• Obtained by unfolding the state diagram over time

• Each stage in the trellis corresponds to a time step in the encoding process

• Nodes at each stage represent the possible encoder states at that time

• Edges connecting nodes represent state transitions and are labeled with input/output bits

Exploring Encoder States and Transitions
• The number of states in a convolutional encoder depends on the constraint length ( )

• For a rate  encoder with constraint length , there are  states

• Each state corresponds to a unique sequence of the past  input bits

• State transitions occur based on the current state and the incoming input bit

• The output bits for each transition are determined by the generator polynomials

Trellis Sections and Encoding
• A trellis section represents one time step in the encoding process

• It consists of nodes representing the current states and edges representing transitions

• The input bit determines which transition is taken from each state

• The output bits associated with each transition form the encoded sequence

• By traversing the trellis section for each input bit, the entire message is encoded

Metrics and Paths

Branch Metrics: Measuring Transition Likelihood
• Branch metrics quantify the likelihood or "distance" of a particular state transition

• Calculated by comparing the received bits with the expected output bits for each transition

• Common branch metric is the Hamming distance (number of bit differences)
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• Branch metrics are assigned to each edge in the trellis diagram

• Lower branch metrics indicate a closer match between received and expected bits

Path Metrics: Accumulating Branch Metrics
• Path metrics represent the accumulated likelihood or "distance" of a sequence of state transitions

• Calculated by summing the branch metrics along a path through the trellis

• Each path corresponds to a possible transmitted sequence

• Path metrics are updated at each stage of the trellis based on the incoming branch metrics

• The path with the lowest metric is considered the most likely transmitted sequence

Survivor Paths and Decoding Decisions
• At each stage in the trellis, multiple paths may converge at a given state

• The path with the lowest metric among the converging paths is called the survivor path

• Survivor paths are retained for each state, while the other paths are discarded

• Decoding decisions are made by tracing back the survivor paths through the trellis

• The traced-back path with the lowest overall metric is selected as the decoded sequence

Advanced Trellis Concepts

Time-Varying Trellis Structures
• Time-varying trellises have a structure that changes over time

• The number of states, state transitions, or output bits may vary at different stages

• Useful for representing convolutional codes with time-varying properties

• Examples include punctured codes and codes with periodic structures

• Decoding time-varying trellises requires adapting the metric calculations and path management

Trellis Termination Techniques
• Trellis termination ensures that the encoder ends in a known state

• Achieved by appending a fixed sequence of input bits to the message

• The termination sequence drives the encoder to a predetermined final state (usually all-zero state)

• Termination reduces the number of possible paths at the end of the trellis

• Simplifies the decoding process and improves error performance

• Common termination techniques include zero-tail termination and tail-biting
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10.3 Viterbi Algorithm
The Viterbi Algorithm is a key technique for decoding convolutional codes. It uses dynamic programming to
find the most likely sequence of hidden states in a trellis diagram, efficiently determining the original
message from a noisy received signal.

This algorithm employs soft-decision or hard-decision decoding, with soft-decision typically offering better
performance. It uses Add-Compare-Select operations at each trellis stage and a traceback to find the most
likely path, balancing accuracy and computational complexity.

Viterbi Algorithm Basics

Decoding Methods
• Maximum likelihood decoding determines the most likely transmitted sequence by comparing received
sequence with all possible transmitted sequences

• Soft-decision decoding uses received signal values as input to the decoder, providing more
information than hard-decision decoding

• Utilizes analog information about the received signal

• Generally achieves better performance compared to hard-decision decoding

• Hard-decision decoding uses binary values (0 or 1) as input to the decoder, discarding analog
information about the received signal

• Simplifies the decoding process but may result in suboptimal performance

• Decoding depth refers to the number of trellis stages considered in the decoding process

• Longer decoding depth improves error correction capability but increases complexity

• Typical values range from 3 to 7 times the constraint length of the convolutional code

Key Concepts
• Viterbi algorithm is a dynamic programming approach to finding the most likely sequence of hidden
states in a hidden Markov model

• Widely used in convolutional code decoding for its efficiency and optimality

• Trellis diagram represents the possible state transitions of the encoder over time

• Each stage corresponds to a time step, and each node represents a possible encoder state

• Branches between nodes represent state transitions based on input bits

• Path metric measures the likelihood or distance of a particular path through the trellis

• Calculated using the received sequence and the expected output for each state transition

• Lower path metric indicates a more likely path (for distance metrics)
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Viterbi Algorithm Operations

Core Steps
• Add-Compare-Select (ACS) operation is performed at each trellis stage to update path metrics and
survivor paths

• Add: Calculate branch metrics for each possible state transition

• Compare: Compare path metrics of arriving branches at each node

• Select: Choose the branch with the best path metric as the survivor path

• Traceback operation determines the most likely state sequence by tracing the survivor paths
backward through the trellis

• Starts from the node with the best path metric at the final stage

• Follows the survivor path backward to the initial stage

• Path memory stores the survivor paths at each trellis stage

• Typically implemented as a register exchange or trace back memory

• Size depends on the decoding depth and the number of states in the trellis

Algorithm Variations
• Viterbi algorithm can be applied to both terminated and unterminated convolutional codes

• Terminated codes have a known initial and final state (usually all zeros)

• Unterminated codes require a sufficiently long decoding depth to achieve good performance

• Sliding window Viterbi algorithm reduces memory requirements by processing the trellis in fixed-size
windows

• Only the most recent window of survivor paths is stored

• Trade-off between memory usage and decoding latency

Distance Metrics in Viterbi Algorithm

Commonly Used Metrics
• Hamming distance metric counts the number of bit differences between the received sequence and
the expected output sequence

• Suitable for hard-decision decoding, where the inputs are binary values

• Computationally simple but may not achieve optimal performance

• Euclidean distance metric calculates the squared difference between the received signal values and
the expected output values

• Suitable for soft-decision decoding, where the inputs are analog signal values

• Provides better performance by incorporating more information about the received signal



Fiveable archived study guides Page 83

• Requires more computational complexity compared to Hamming distance

Metric Calculation
• Branch metric represents the distance or likelihood of a particular state transition

• Calculated for each possible state transition at each trellis stage

• Depends on the chosen distance metric (Hamming or Euclidean)

• Path metric accumulates the branch metrics along a particular path through the trellis

• Updated at each trellis stage using the ACS operation

• Represents the total distance or likelihood of a path up to the current stage

• Normalization techniques can be applied to prevent path metric overflow

• Ensures numerical stability for long decoding depths

• Examples include rescaling or subtracting a common value from all path metrics

10.4 Sequential Decoding Algorithms
Sequential decoding algorithms are crucial for decoding convolutional codes. These methods, like the
Fano and Stack algorithms, use metrics to explore the trellis diagram and find the most likely path,
balancing accuracy and computational complexity.

Backtracking strategies and performance metrics play key roles in these algorithms. Efficient backtracking
minimizes complexity, while metric functions and thresholds guide path selection. Understanding these
aspects helps optimize decoding for different channel conditions.

Sequential Decoding Algorithms

Fano Algorithm
• Fano algorithm is a sequential decoding technique for convolutional codes

• Uses a metric to measure the likelihood of each path in the trellis diagram

• Explores the trellis by extending the most promising path at each step

• Backtracks when the metric falls below a certain threshold to explore alternative paths

• Adjusts the threshold adaptively based on the number of computations performed

• Continues until the most likely path is found or a maximum number of computations is reached

• Suitable for channels with low to moderate noise levels (binary symmetric channels)

Stack Algorithm
• Stack algorithm is another sequential decoding method for convolutional codes

• Maintains a sorted list (stack) of partially decoded paths based on their metrics

• Extends the path with the highest metric at each iteration

• Adds the extended paths back to the stack and re-sorts them
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• Continues until the most likely path is found or the stack size exceeds a predefined limit

• Requires more memory than the Fano algorithm due to the need to store multiple paths

• Performs better than the Fano algorithm in channels with higher noise levels (Gaussian channels)

Backtracking Strategies
• Backtracking is a key aspect of sequential decoding algorithms

• Occurs when the current path's metric falls below a threshold or the algorithm reaches a dead-end

• Fano algorithm backtracks by moving back one step at a time until the metric improves

• Stack algorithm discards the current path and continues with the next best path from the stack

• Efficient backtracking strategies are crucial for minimizing the computational complexity

• Techniques such as pruning (discarding unlikely paths) and path merging can improve backtracking
efficiency

Performance Metrics

Metric Function and Threshold Adjustment
• Metric function quantifies the likelihood or "goodness" of a path in the trellis

• Common metric functions include Hamming distance and log-likelihood ratio (LLR)

• Threshold determines when to backtrack or discard a path

• Fano algorithm adjusts the threshold adaptively based on the number of computations

• Stack algorithm may use a fixed threshold or adjust it based on the stack size

• Proper threshold selection balances the trade-off between decoding accuracy and computational
complexity

Computational Complexity and Buffer Overflow
• Computational complexity refers to the number of operations required for decoding

• Sequential decoding algorithms have variable computational complexity depending on the noise level

• Fano algorithm's complexity is roughly proportional to the channel's error probability

• Stack algorithm's complexity depends on the stack size and the number of paths explored

• Buffer overflow occurs when the decoder's memory is insufficient to store all the necessary paths

• Fano algorithm is less prone to buffer overflow due to its adaptive threshold adjustment

• Stack algorithm may experience buffer overflow if the stack size grows too large

• Techniques such as path pruning and limited buffer size can help mitigate buffer overflow issues
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Unit 11 – Turbo Codes and Iterative
Decoding
11.1 Turbo Code Structure and Encoding
Turbo codes are powerful error-correction codes that use parallel concatenation of recursive systematic
convolutional (RSC) encoders. They're known for their excellent performance, approaching the Shannon
limit in many cases.

The turbo encoder structure consists of RSC encoders, an interleaver, and optional puncturing. These
components work together to generate systematic and parity bits, creating a robust code that can correct
errors effectively during decoding.

Turbo Encoder Components

Core Encoding Elements
• Recursive systematic convolutional (RSC) encoders form the core of the turbo encoder

• RSC encoders are a type of convolutional encoder that incorporates feedback and produces both
systematic and parity bits

• Typically, two or more RSC encoders are used in parallel to generate the turbo code

•

The feedback in RSC encoders introduces memory into the encoding process, enabling better error
correction performance

•

Interleaver is a critical component that permutes the input bits before feeding them to the second RSC
encoder

• Interleaving helps to decorrelate the inputs to the two RSC encoders, making the code more robust to
burst errors

• Common interleaver types include block interleavers and pseudo-random interleavers

•

The choice of interleaver can significantly impact the performance of the turbo code

•

Puncturing is an optional process that selectively removes some of the encoded bits to increase the code
rate

• Puncturing allows for flexible code rates without changing the encoder structure

• A puncturing pattern determines which bits are removed from the encoded sequence

• Puncturing trades off error correction capability for higher data rates
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Output Bit Types
• Systematic bits are the original input bits that are directly passed through to the output of the turbo
encoder

• One of the RSC encoders (usually the first) is configured to output the systematic bits unchanged

• Including systematic bits in the output helps the decoder's convergence during iterative decoding

•

Systematic bits provide a direct representation of the input data in the encoded sequence

•

Parity bits are the redundant bits generated by the RSC encoders based on the input sequence

• Each RSC encoder generates its own set of parity bits

• Parity bits are used by the decoder to detect and correct errors in the received sequence

• The number of parity bits generated depends on the code rate and the puncturing pattern (if used)

Turbo Code Characteristics

Code Structure and Concatenation
• Turbo codes are parallel concatenated codes, meaning they consist of multiple constituent codes
(RSC encoders) operating in parallel

• The input bits are encoded by each RSC encoder separately, and their outputs are combined to form
the turbo codeword

• Parallel concatenation allows for efficient encoding and decoding while achieving excellent error
correction performance

•

The constituent RSC encoders are typically identical, but they can also be different for some turbo code
designs

•

Code rate of a turbo code is the ratio of the number of input bits to the number of output bits

• The code rate determines the amount of redundancy introduced by the encoding process

• Typical code rates for turbo codes are 1/2 and 1/3, but higher or lower rates can be achieved through
puncturing or repetition

• Lower code rates provide better error correction but reduce the effective data throughput

Trellis Termination
• Trellis termination is a technique used to ensure that the turbo encoder reaches a known state at the
end of the encoding process

• Trellis termination is necessary because the RSC encoders have memory and their final states
depend on the input sequence
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• Without trellis termination, the decoder would not know the starting and ending states, leading to
degraded performance

• Trellis termination is typically achieved by appending a few additional bits to the input sequence to
force the encoders into a known state (e.g., all-zero state)

Turbo Encoder Structure

Turbo Encoder Block Diagram
• The turbo encoder block diagram illustrates the arrangement and interconnection of the main
components

• The input bits are fed into the first RSC encoder and the interleaver

• The interleaved bits are then encoded by the second RSC encoder

• The systematic bits (from the first RSC encoder) and the parity bits (from both RSC encoders) are
multiplexed to form the output codeword

• Optional puncturing can be applied to the parity bits to achieve the desired code rate

• The trellis termination bits, if used, are appended to the input sequence and encoded by both RSC
encoders

• The specific structure and parameters of the turbo encoder (e.g., number of RSC encoders,
interleaver design, puncturing pattern) can vary depending on the application and performance
requirements

11.2 Interleaver Design
Interleavers are crucial in turbo codes, shuffling bits to break up error patterns and boost performance.
Random interleavers offer the best spreading but can be complex, while block interleavers provide a
simpler, structured approach.

Interleaver design involves balancing performance, complexity, and latency. Key factors include interleaver
size, spread factor, and compatibility with constituent codes. Proper design can significantly improve a
turbo code's error correction capabilities.

Random Interleavers

Types of Random Interleavers
• Random interleavers map input bits to output bits in a completely random order determined by a
permutation function

• S-random interleavers add a constraint to random interleavers requiring that any two positions within a
window of size S cannot be mapped to within a window of size S in the output

• Helps reduce the correlation between nearby bits and improve the overall spreading

• Permutation polynomial interleavers use a polynomial function to generate the permutation mapping
between input and output bits

• Provides a deterministic way to generate random-like interleavers based on the chosen polynomial
coefficients
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Properties and Benefits of Random Interleavers
• Break up burst errors by dispersing adjacent bits

• Burst errors often occur in clusters, so separating originally adjacent bits makes them appear as
independent single errors to the decoder

• Reduce correlation between soft input and soft output values in iterative decoding

• Helps iterative decoding converge faster by making each iteration more independent

• Increase the minimum distance of the turbo code

• Separating low-weight codewords by interleaving makes it harder for the decoder to confuse them,
effectively increasing the code's minimum distance

• Provide an essential source of randomness in the encoding process

• Randomness is key to achieving good performance with turbo codes and iterative decoding algorithms
(MAP, BCJR)

Block Interleavers

Structure and Operation
• Block interleavers write the input bits into a rectangular matrix row-by-row and read them out
column-by-column

• Permutes the bits in a structured way based on the matrix dimensions

• Interleaver size is the total number of bits that the interleaver can process (matrix size)

• Larger interleaver sizes generally provide better performance but increase latency and memory
requirements

• Spread factor is the minimum separation between any two bits in the input sequence after interleaving

• Directly related to the number of columns in the interleaver matrix

• Higher spread factors are desirable for reducing correlation and breaking up burst errors

Advantages and Disadvantages
• Block interleavers have a simple and regular structure

• Easy to implement in hardware with low complexity

• Predictable latency and memory usage

• Limited randomness compared to random interleavers

• Structured mapping may not achieve optimal spreading and decorrelation in all cases

• Interleaver size and spread factor are coupled and constrained by the matrix dimensions

• Less flexibility to independently optimize these parameters compared to random interleavers

• Suitable for use in turbo codes with moderate block lengths and performance requirements (< 1000
bits)
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Interleaver Performance

Key Performance Metrics
• Interleaver gain quantifies the improvement in error rate performance achieved by using an interleaver

• Measured as the difference in Eb/N0 (signal-to-noise ratio) required to achieve a certain error rate with
and without interleaving

• Typical interleaver gains are in the range of 2-4 dB for turbo codes

• Spread factor impacts the interleaver's ability to break up burst errors and reduce correlation

• Higher spread factors provide better spreading but may increase latency and memory requirements

• Spread factors are typically chosen to be at least several times the constraint length of the constituent
convolutional codes

• Interleaver size affects the overall performance and complexity of the turbo code

• Larger interleavers provide better error correction performance, especially at low error rates (< 10^-5)

• Increasing interleaver size has diminishing returns and practical limits due to increased latency and
memory usage

Design Considerations and Trade-offs
• Interleaver design involves balancing performance, complexity, and latency

• Random interleavers offer the best performance but may have high storage and computational
requirements

• Structured interleavers (block, permutation polynomial) are simpler to implement but may have
suboptimal performance

• Interleaver size and spread factor should be chosen based on the application requirements and
constraints

• Larger interleavers (> 1000 bits) are used for high-performance applications like satellite
communications

• Smaller interleavers (< 1000 bits) are used for low-latency applications like voice communications

• Matching the interleaver design to the constituent code properties is important for optimal performance

• Interleaver size should be compatible with the code block length

• Spread factor should be large enough to break up error patterns related to the code's memory and
generator polynomials

11.3 BCJR Algorithm
The BCJR algorithm is a powerful decoding method for convolutional codes. It uses forward and backward
recursions to calculate probabilities of states and transitions in a trellis diagram, enabling accurate
soft-decision decoding of received sequences.

This algorithm plays a crucial role in turbo codes and iterative decoding. By computing log-likelihood ratios
for each bit, it provides soft information that can be used in iterative decoding schemes, improving overall
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error correction performance.

Recursion and Metrics

Forward and Backward Recursion
• Forward recursion calculates the probability of reaching each state in the trellis at time  based on the
probabilities of the states at time  and the branch metrics connecting them

• Denoted as , where  is the state at time 

• Backward recursion calculates the probability of reaching each state in the trellis at time  based on
the probabilities of the states at time  and the branch metrics connecting them

• Denoted as , where  is the state at time 

• Recursions are initialized with known probabilities at the start and end states of the trellis ( ,
)

Branch and State Metrics
• Branch metrics represent the probability of transitioning from one state to another along a specific
branch in the trellis

• Calculated using the channel output and the expected output for each possible input sequence
(Hamming distance or Euclidean distance)

• State metrics combine the branch metrics and the probabilities from the forward and backward
recursions to determine the likelihood of being in a particular state at time 

• Denoted as , where  is the previous state and  is the current
state

Probabilities and Ratios

A Posteriori Probabilities (APP)
• APP represents the probability of a particular bit being 0 or 1 given the entire received sequence

• Calculated by summing the state metrics for all states at time  where the bit is 0 or 1

• 

• 

Log-Likelihood Ratios (LLRs) and Max-Log-MAP Approximation
• LLRs represent the logarithm of the ratio of the APP for a bit being 1 to the APP for a bit being 0

• 

• Max-log-MAP approximation simplifies the LLR calculation by using the maximum state metrics
instead of summing over all states

• 
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• Reduces computational complexity at the cost of some performance loss

Trellis Representation

Trellis Diagram
• Trellis diagram is a graphical representation of the encoding process and the possible state transitions

• Each node represents a state at a specific time step, and each branch represents a possible transition
between states

• Input bits determine the path through the trellis (upper branch for 0, lower branch for 1)

• Output bits are associated with each branch, determined by the generator polynomials of the
convolutional code

• Trellis structure depends on the encoder's memory and generator polynomials (rate 1/2 encoder with
memory 2 has 4 states and 8 branches per time step)

• BCJR algorithm operates on the trellis to calculate forward and backward recursions, branch metrics,
and state metrics for decoding

11.4 Iterative Decoding Process
Iterative decoding is a powerful error correction technique that uses soft-input soft-output decoders to
exchange reliability information. By passing extrinsic and a priori information between decoders over
multiple iterations, it gradually improves decoding accuracy and error correction ability.

The process continues until a stopping point, balancing performance and complexity. Key concepts include
the turbo cliff effect, error floor region, and EXIT charts for analyzing convergence. Understanding these
elements is crucial for optimizing iterative decoding systems.

Iterative Decoding Components

Soft-Input Soft-Output (SISO) Decoders
• Soft-input soft-output (SISO) decoders fundamental building blocks of iterative decoding systems

• Accept soft inputs in the form of log-likelihood ratios (LLRs) or probabilities

• Generate soft outputs that provide reliability information about the decoded bits

• Commonly used SISO decoders include BCJR (Bahl-Cocke-Jelinek-Raviv) algorithm and soft-output
Viterbi algorithm (SOVA)

• SISO decoders exchange soft information iteratively to improve decoding performance

Extrinsic and A Priori Information
• Extrinsic information soft output generated by a SISO decoder based on the received signal and a
priori information

• Represents additional information gained from the decoding process

• Passed as a priori information to the next SISO decoder in the iterative process
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• A priori information soft input to a SISO decoder obtained from the extrinsic information of another
SISO decoder

• Provides prior knowledge about the decoded bits to improve decoding performance

• Iterative exchange of extrinsic and a priori information between SISO decoders key principle of
iterative decoding

Iterative Decoding Process
• Iterative decoding involves multiple iterations of exchanging soft information between SISO decoders

• In each iteration, SISO decoders update their soft outputs based on the received signal and a priori
information

• Extrinsic information from one SISO decoder becomes a priori information for the other SISO decoder
in the next iteration

• Process continues for a fixed number of iterations or until a stopping criterion is met

• With each iteration, the reliability of the decoded bits improves, leading to better error correction
performance

Termination Strategies

Stopping Criteria
• Stopping criteria used to determine when to terminate the iterative decoding process

• Common stopping criteria include:

1. Fixed number of iterations: Decoding stops after a predetermined number of iterations (e.g., 8
iterations)

2. Convergence of LLRs: Decoding stops when the difference in LLRs between consecutive iterations
falls below a threshold

3. Cyclic redundancy check (CRC): Decoding stops when the CRC of the decoded bits matches the
transmitted CRC

• Proper selection of stopping criteria balances decoding performance and computational complexity

Early Termination
• Early termination techniques aim to reduce the average number of iterations required for successful
decoding

• Terminate the iterative process before reaching the maximum number of iterations if certain conditions
are met

• Examples of early termination conditions:

1. Convergence of decoded bits: Stop iteration when the decoded bits remain unchanged between
consecutive iterations

2. Threshold-based LLR magnitude: Stop iteration when the average magnitude of LLRs exceeds a
predefined threshold
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• Early termination reduces decoding latency and power consumption while maintaining acceptable
error correction performance

Performance Characteristics

Turbo Cliff and Error Floor
• Turbo cliff steep improvement in bit error rate (BER) performance at a specific signal-to-noise ratio
(SNR) in iterative decoding systems

• Occurs when the iterative decoding process converges to the correct codeword with high probability

• Error floor region of relatively flat BER performance at high SNRs

• Caused by low-weight codewords or trapping sets that are difficult to correct through iterative
decoding

• Techniques such as interleaver design and code construction used to mitigate the error floor

Extrinsic Information Transfer (EXIT) Charts
• EXIT charts graphical tools used to analyze and predict the convergence behavior of iterative
decoding systems

• Plot the exchange of extrinsic information between SISO decoders over iterations

• Horizontal axis represents the a priori information, and the vertical axis represents the extrinsic
information

• Iterative decoding process represented by a trajectory between the EXIT curves of the component
SISO decoders

• Provide insights into the decoding threshold, convergence speed, and error floor performance

• Used to optimize code design, interleaver construction, and decoding algorithms for improved iterative
decoding performance
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Unit 12 – Low–Density Parity–Check
(LDPC) Codes
12.1 Tanner Graphs and Code Construction
Tanner graphs are a powerful tool for visualizing LDPC codes. They use variable and check nodes to
represent bits and parity-check equations, with edges showing connections. Understanding these graphs is
key to designing effective LDPC codes.

The parity-check matrix is another way to define LDPC codes. It's a sparse binary matrix where rows and
columns correspond to check and variable nodes. Constructing good LDPC codes involves carefully
crafting this matrix or its equivalent Tanner graph.

Graph Representation

Tanner Graph and its Components
• Tanner graph represents the parity-check matrix of an LDPC code using a bipartite graph structure

• Bipartite graph consists of two disjoint sets of nodes: variable nodes and check nodes

• Variable nodes correspond to the bits of the codeword

• Check nodes represent the parity-check equations that the codeword must satisfy

• Edges in the Tanner graph connect variable nodes to check nodes, indicating the participation of a bit
in a specific parity-check equation

• Girth of a Tanner graph is the length of the shortest cycle in the graph

• Larger girth generally leads to better error-correction performance (girth-12 QC-LDPC codes)

Importance of Tanner Graph Properties
• Structure and connectivity of the Tanner graph significantly impact the performance of the LDPC code

• Degree distribution of variable and check nodes affects the code's ability to correct errors

• Degree distribution refers to the number of edges connected to each node

• Cycles in the Tanner graph can introduce dependencies among parity-check equations, potentially
limiting the code's effectiveness

• Careful design of the Tanner graph is crucial for constructing high-performance LDPC codes (IEEE
802.11n Wi-Fi standard uses LDPC codes)

Parity-Check Matrix

Representation and Characteristics
• Parity-check matrix  is a binary matrix that defines the parity-check equations of an LDPC code

• Each row of  corresponds to a check node in the Tanner graph, and each column corresponds to a
variable node
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• Entry  is 1 if variable node  participates in the parity-check equation of check node , and 0
otherwise

• LDPC codes are characterized by a sparse parity-check matrix, meaning  has a low density of 1's

• Sparsity enables efficient decoding algorithms (sum-product algorithm)

Relationship with Tanner Graph
• Parity-check matrix and Tanner graph are equivalent representations of an LDPC code

• Tanner graph can be derived from the parity-check matrix by creating a variable node for each column
and a check node for each row

• Edges in the Tanner graph correspond to the non-zero entries in the parity-check matrix

• Properties of the parity-check matrix, such as row and column weights, translate to node degrees in
the Tanner graph (regular and irregular LDPC codes)

Code Construction Methods

Random Construction
• Random construction involves generating a random sparse parity-check matrix that satisfies certain
constraints

• Constraints may include a desired degree distribution for variable and check nodes

• Advantages of random construction include flexibility in code design and potential for good
error-correction performance

• Drawbacks include lack of structure, which can make encoding and decoding more complex
(MacKay-Neal codes)

Structured Construction
• Structured construction methods aim to introduce regularity and patterns into the parity-check matrix

• Common structured construction techniques include:

• Algebraic construction using finite fields and combinatorial designs (Euclidean geometry LDPC codes)

• Protograph-based construction, where a small base graph is replicated and permuted to form the full
parity-check matrix

• Structured LDPC codes offer benefits such as simplified encoding and decoding, as well as improved
error floor performance

Quasi-Cyclic LDPC Codes
• Quasi-cyclic (QC) LDPC codes are a class of structured LDPC codes with a particular form of the
parity-check matrix

• Parity-check matrix of a QC-LDPC code consists of circulant permutation matrices or zero matrices

• Circulant permutation matrix is obtained by cyclically shifting the rows of an identity matrix
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• QC-LDPC codes have advantages in terms of encoding and decoding complexity, as well as
hardware implementation (5G New Radio standard uses QC-LDPC codes)

• Proper design of the base matrix and permutation patterns is essential for achieving good
performance with QC-LDPC codes

12.2 Encoding Techniques for LDPC Codes
LDPC codes are powerful error-correcting codes used in modern communication systems. Encoding
techniques for these codes involve generating codewords using a generator matrix derived from the
parity-check matrix. Efficient methods like approximate lower triangulation help reduce encoding
complexity.

Performance analysis of LDPC codes uses density evolution to predict their behavior under iterative
decoding. The Richardson-Urbanke algorithm is a key tool for this analysis, helping optimize code
parameters and estimate decoding thresholds for better performance in real-world applications.

Encoding Methods

Generating LDPC Codes
• Generator matrix  used to generate LDPC codes from a given parity-check matrix 

•  is a  matrix where  is the number of information bits and  is the codeword length

• Satisfies the condition , ensuring all codewords generated by  are valid according to the
parity-check constraints defined by 

• Systematic encoding involves constructing the generator matrix  in a specific form

• , where  is a  identity matrix and  is a  matrix

• Codewords generated in the form , where  is the -bit message and  is the -bit
parity part computed as 

• Enables efficient encoding and decoding processes (Tanner graphs, belief propagation)

Efficient Encoding Techniques
• Approximate lower triangulation technique reduces encoding complexity

• Transforms the parity-check matrix  into an approximately lower triangular form

• Exploits the sparsity of  to minimize the number of non-zero entries above the diagonal

• Facilitates efficient encoding by reducing the number of computations required (Richardson-Urbanke
algorithm)

• Encoding complexity refers to the computational effort required to generate codewords

• Determined by the structure and sparsity of the parity-check matrix  and generator matrix 

• Techniques like approximate lower triangulation and efficient matrix multiplication algorithms
(Strassen's algorithm) help reduce encoding complexity

• Lower encoding complexity is crucial for practical implementation of LDPC codes in high-speed
communication systems (5G, satellite communications)
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Performance Analysis

Density Evolution
• Density evolution is a technique for analyzing the asymptotic performance of LDPC codes under
iterative decoding

• Models the evolution of probability density functions (PDFs) of messages exchanged during the
decoding process

• Assumes an infinite codeword length and a cycle-free Tanner graph representation of the code

• Computes the thresholds of the code, which are the minimum signal-to-noise ratios (SNRs) required
for successful decoding (Shannon limit)

• Density evolution helps predict the performance of LDPC codes and design optimal codes

• Provides insights into the convergence behavior of iterative decoding algorithms (belief propagation)

• Enables the optimization of code parameters (degree distributions, code rates) to achieve desired
performance targets

• Facilitates the analysis of error floor phenomena and the impact of finite codeword lengths
(finite-length scaling)

Richardson-Urbanke Algorithm
• The Richardson-Urbanke algorithm is an efficient method for performing density evolution analysis

• Utilizes the symmetry and recursiveness of the message-passing decoding process

• Computes the evolution of message densities using a set of recursive equations

• Enables fast and accurate estimation of decoding thresholds and performance metrics (bit error rate,
block error rate)

• The algorithm has been widely used in the design and optimization of LDPC codes

• Helps determine the optimal degree distributions for a given code rate and channel condition (irregular
LDPC codes)

• Provides guidelines for selecting the code parameters to achieve capacity-approaching performance
(rate-compatible LDPC codes)

• Facilitates the analysis of the impact of finite codeword lengths and message quantization on the
decoding performance (finite-precision decoding)

12.3 Belief Propagation Decoding
Belief propagation decoding is a powerful method for LDPC codes. It uses message passing between
nodes in the Tanner graph to iteratively refine estimates of transmitted bits. This approach enables efficient
decoding of long codes without exhaustive search.

The algorithm's performance depends on the code's structure and channel conditions. Challenges like
stopping sets and trapping sets can cause decoding failures. Understanding these issues is crucial for
designing effective LDPC codes and decoders.
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Belief Propagation Algorithms

Message Passing and Iterative Decoding
• Belief propagation algorithms use message passing to iteratively decode LDPC codes

• Messages are passed between variable nodes and check nodes in the Tanner graph representation of
the code

• Each iteration, nodes update their beliefs about the transmitted codeword based on messages
received from neighboring nodes

• The sum-product algorithm is a specific type of belief propagation algorithm commonly used for LDPC
decoding

• Computes marginal probabilities of variable nodes by passing messages along edges of the Tanner
graph

• Messages are computed using sum and product operations on probability distributions (hence the
name)

• Iterative decoding allows the decoder to progressively refine its estimate of the transmitted codeword

• Continues for a fixed number of iterations or until a valid codeword is found

• Enables efficient decoding of long codes by avoiding exhaustive search of the entire codeword space

Convergence Properties
• Convergence of belief propagation decoding depends on the structure of the LDPC code's Tanner
graph

• Cycles in the graph can cause messages to become correlated, leading to suboptimal decoding
performance

• Girth (length of the shortest cycle) is an important parameter - codes with larger girth typically have
better convergence properties

• For codes with sufficiently large girth, belief propagation decoding is guaranteed to converge to the
optimal (maximum likelihood) solution

• Proven for cycle-free graphs (trees) and graphs with a single cycle

• In practice, codes are designed to have large girth to approach optimal performance

• Convergence speed also depends on the signal-to-noise ratio (SNR) of the channel

• At high SNR, convergence is typically faster as initial beliefs are more reliable

• At low SNR, more iterations may be required to correct errors and find a valid codeword

Decoding Techniques

Soft Decision Decoding
• Soft decision decoding uses real-valued channel outputs to compute likelihoods of transmitted bits
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• Provides more information to the decoder than hard decision decoding, which only uses binary (0/1)
channel outputs

• Enables better error correction performance by leveraging the reliability information of each received
symbol

• Belief propagation decoding naturally operates on soft decisions, making it well-suited for soft decision
decoding of LDPC codes

• Messages passed between nodes are probability distributions over possible bit values

• Decoder computes posterior probabilities of each bit based on received soft decisions and code
constraints

• Soft decision decoding achieves the best performance when the channel outputs are true likelihoods
(matched to the channel noise distribution)

• In practice, channel outputs are often quantized to a fixed number of levels to reduce complexity

• Quantization should be designed to preserve the relevant likelihood information for accurate decoding

Log-Likelihood Ratios
• Log-likelihood ratios (LLRs) are a convenient representation of soft decision values for belief
propagation decoding

• LLR of a bit  is defined as , where  is the corresponding channel output

• Positive LLR indicates  is more likely, negative LLR indicates  is more likely, magnitude
represents reliability

• Operating in the LLR domain simplifies the computations in the sum-product algorithm

• Products of probabilities become sums of LLRs (via the log operation)

• Sums of probabilities become the  function of LLRs, which can be efficiently approximated

• Initial LLRs for belief propagation decoding are computed from the channel outputs using the channel
noise distribution

• For AWGN channels, LLR is proportional to the channel output (scaled by the noise variance)

• For other channels (e.g. Rayleigh fading), LLRs are computed using the appropriate likelihood
function

Decoding Challenges

Stopping Sets
• Stopping sets are subsets of variable nodes in the Tanner graph that cause the decoder to fail

• Formally, a stopping set is a subset of variable nodes such that all neighboring check nodes are
connected to the subset at least twice

• Intuitively, a stopping set is a set of bits that the decoder cannot determine uniquely from the available
check equations

• Belief propagation decoding cannot correct errors in stopping sets, leading to decoding failure
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• If the channel errors align with a stopping set, the decoder will be unable to find the correct codeword

• Probability of decoding failure is dominated by the smallest stopping sets (minimal stopping sets)

• Stopping set distribution of an LDPC code depends on its parity check matrix and Tanner graph
structure

• Codes with fewer and larger minimal stopping sets tend to have better error correction performance

• Stopping set analysis can be used to predict the error floor behavior of LDPC codes at high SNR

Trapping Sets
• Trapping sets are subgraphs of the Tanner graph that can cause the decoder to converge to incorrect
solutions

• Consist of a subset of variable nodes and the neighboring check nodes that are satisfied by the
incorrect variable node values

• Decoder can get "trapped" in these subgraphs, preventing convergence to the correct codeword

• Trapping sets are a generalization of stopping sets - every stopping set is a trapping set, but not vice
versa

• Trapping sets can have odd numbers of connections to neighboring check nodes (unlike stopping sets
which must have even numbers)

• Trapping sets can cause oscillatory behavior or convergence to pseudocodewords (valid codewords
in the Tanner graph but not in the original code)

• Like stopping sets, the trapping set distribution of an LDPC code affects its error floor performance

• Codes with fewer and smaller trapping sets tend to have lower error floors

• Trapping set analysis and mitigation techniques (e.g. post-processing) can be used to improve the
error floor behavior of LDPC codes

• Identifying and avoiding trapping sets is an important consideration in the design of LDPC codes and
decoding algorithms

• Techniques such as girth optimization, selective edge growth, and trapping set elimination can be
used to design codes with good trapping set properties

• Modified belief propagation decoders (e.g. with damping or random perturbations) can help escape
from trapping sets during decoding

12.4 Performance Analysis and Optimization
LDPC codes are powerful error-correcting codes used in digital communication. This section dives into
how we measure their performance and make them even better. We'll look at error rates, thresholds, and
ways to compare different LDPC codes.

We'll also explore optimization techniques to improve LDPC codes. This includes analyzing iterative
decoding, tweaking code design, and adapting codes to different rates. These methods help create more
efficient and reliable communication systems.
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Performance Metrics

Error Rates and Thresholds
• Bit error rate (BER) measures the ratio of incorrectly decoded bits to the total number of transmitted
bits

• Provides a granular assessment of the code's performance at the individual bit level

• Commonly used to evaluate the effectiveness of error correction schemes in digital communication
systems

• Frame error rate (FER) quantifies the proportion of incorrectly decoded frames to the total number of
transmitted frames

• Frames consist of a fixed number of bits grouped together for transmission and processing

• FER offers insights into the code's ability to correctly decode entire frames of data (packets)

• Threshold analysis determines the noise level or channel condition at which the decoding
performance of an LDPC code transitions from poor to near-optimal

• Identifies the critical point where the code's error correction capability starts to degrade significantly

• Helps in selecting appropriate code parameters and operating conditions to ensure reliable
communication

Evaluation and Comparison
• Performance metrics enable the evaluation and comparison of different LDPC code designs and
decoding algorithms

• BER and FER curves plotted against signal-to-noise ratio (SNR) or other channel parameters provide
visual representations of code performance

• Allows for the identification of optimal code configurations and decoding strategies

• Threshold analysis aids in determining the operating limits and robustness of LDPC codes under
various channel conditions

• Facilitates the selection of codes with desirable thresholds for specific application requirements

• Enables the comparison of different LDPC code families and their suitability for different
communication scenarios ( , ,  systems)

Optimization Techniques

Iterative Decoding Analysis
• Density evolution is a technique used to analyze the asymptotic performance of LDPC codes under
iterative decoding

• Models the evolution of message densities exchanged between variable and check nodes during the
decoding process

• Provides theoretical insights into the convergence behavior and decoding thresholds of LDPC codes
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• EXIT (Extrinsic Information Transfer) charts visualize the flow of extrinsic information between the
variable and check nodes during iterative decoding

• Plots the mutual information transfer characteristics of the decoder components

• Helps in understanding the convergence properties and designing LDPC codes with improved
decoding performance

Code Design and Construction
• Degree distribution optimization involves finding the optimal distribution of variable and check node
degrees in an LDPC code

• Aims to maximize the decoding threshold and improve the code's error correction capability

• Utilizes techniques such as density evolution and differential evolution to search for optimal degree
distributions

• Protograph-based LDPC codes are constructed by repeating and permuting a small base graph
(protograph) to generate larger code graphs

• Enables the design of structured LDPC codes with good performance and efficient encoding/decoding
implementations

• Allows for the incorporation of desirable properties such as quasi-cyclic structure and low-complexity
hardware architectures

Code Adaptation

Rate Adaptation Techniques
• Puncturing involves selectively removing a subset of the encoded bits from the codeword before
transmission

• Increases the effective code rate by reducing the redundancy introduced by the LDPC code

• Enables flexible rate adaptation to varying channel conditions or application requirements

• Shortening refers to the process of fixing a subset of the information bits to known values (typically
zeros) before encoding

• Decreases the effective code rate by reducing the number of information bits while keeping the
codeword length constant

• Allows for rate adaptation and compatibility with different input block sizes

Rate-Compatible LDPC Codes
• Rate-compatible LDPC codes are designed to support multiple code rates using a single
encoder/decoder pair

• Constructed by carefully selecting the puncturing or shortening patterns to maintain good performance
across different rates

• Enable seamless rate adaptation without the need for multiple separate code designs

• Rate-compatible LDPC codes find applications in scenarios where dynamic rate adaptation is required
(  modulation and coding,  ARQ systems)
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• Provide flexibility in adjusting the code rate based on changing channel conditions or quality of service
requirements

• Simplify the implementation complexity by reusing the same encoder/decoder hardware for different
rates
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Unit 13 – Cryptography and Data Security
in Coding
13.1 Error-Correcting Codes in Cryptography
Error-correcting codes are vital in cryptography, ensuring secure data transmission and protection against
unauthorized access. They form the basis for code-based cryptography, offering post-quantum security
and enhancing the robustness of cryptographic protocols.

These codes enable reliable communication over noisy channels and strengthen cryptographic systems
through redundancy and randomness. They're used in key exchange, digital signatures, and hash
functions, making them crucial for modern information security.

Error-Correcting Codes and Cryptography

Relationship between Error-Correcting Codes and Cryptography
• Error-correcting codes play a crucial role in cryptography by ensuring the integrity and security of
transmitted information

• Cryptography involves techniques for secure communication and data protection, including encryption
and decryption of messages

• Information security relies on cryptographic methods to prevent unauthorized access, modification, or
disclosure of sensitive data (financial transactions, personal information)

• Code-based cryptography utilizes error-correcting codes as the foundation for constructing secure
cryptographic schemes

• Public-key cryptosystems, such as McEliece and Niederreiter systems, employ error-correcting codes
to provide secure key exchange and encryption mechanisms

Applications of Error-Correcting Codes in Cryptography
• Error-correcting codes enable reliable and secure data transmission over noisy channels, ensuring the
integrity of encrypted messages

• Cryptographic protocols, such as key exchange and digital signatures, leverage error-correcting codes
to provide robustness against errors and attacks

• Code-based cryptography offers post-quantum security, as it is believed to be resistant to attacks by
quantum computers (Shor's algorithm)

• Error-correcting codes enhance the security of cryptographic systems by introducing redundancy and
randomness, making it difficult for adversaries to exploit vulnerabilities

• Cryptographic hash functions and message authentication codes (MACs) can incorporate
error-correcting codes to provide integrity checks and detect tampering
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Error Detection and Correction

Techniques for Error Detection and Correction
• Error detection involves identifying the presence of errors in transmitted or stored data without
necessarily correcting them

• Error correction goes beyond detection by not only identifying errors but also reconstructing the
original data

• Syndrome decoding is a technique used in error-correcting codes where the syndrome (error pattern)
is computed to locate and correct errors

• Hamming distance measures the number of positions in which two codewords differ, providing a
metric for error detection and correction capabilities

Hamming Distance and Its Role in Error Correction
• Hamming distance determines the minimum number of errors that can be detected and corrected by
an error-correcting code

• A code with a Hamming distance of  can detect up to  errors and correct up to  errors

• Increasing the Hamming distance of a code enhances its error correction capabilities but may require
longer codewords and more redundancy

• Error-correcting codes with larger Hamming distances provide better resilience against noise and
channel impairments (burst errors, erasures)

• The Hamming bound and sphere-packing bound provide theoretical limits on the achievable error
correction performance based on the Hamming distance

Encoding Techniques

Randomized Encoding and Its Benefits
• Randomized encoding introduces randomness into the encoding process to enhance security and
privacy

• By incorporating random noise or perturbations, randomized encoding makes it difficult for
adversaries to infer the original message from the encoded data

• Randomized encoding provides a form of information-theoretic security, as the encoded data reveals
minimal information about the original message

• Cryptographic schemes based on randomized encoding offer strong privacy guarantees, such as
indistinguishability against chosen-plaintext attacks (IND-CPA)

• Randomized encoding techniques find applications in secure multiparty computation, where multiple
parties can perform computations on encoded data without revealing their inputs

Applications and Examples of Randomized Encoding
• Homomorphic encryption schemes, such as Gentry's fully homomorphic encryption, employ
randomized encoding to enable computations on encrypted data
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• Secure function evaluation protocols, like Yao's garbled circuits, use randomized encoding to protect
the privacy of the computed function and its inputs

• Private information retrieval (PIR) systems leverage randomized encoding to allow users to retrieve
data from a database without revealing their queries

• Randomized encoding can be used to construct efficient zero-knowledge proofs, enabling parties to
prove statements without revealing additional information

• Secure outsourcing of computations to untrusted servers can be achieved through randomized
encoding techniques, ensuring the confidentiality of the outsourced data and computations

13.2 McEliece Cryptosystem
The McEliece cryptosystem, a post-quantum encryption scheme, uses error-correcting codes to create a
secure public-key system. It's built on the difficulty of decoding general linear codes, making it resistant to
attacks from quantum computers.

At its core, McEliece employs Goppa codes, which offer strong error-correction and efficient decoding
when the underlying structure is known. The system's security lies in keeping this structure secret, forming
the basis of its public and private keys.

McEliece Cryptosystem Overview

Introduction to McEliece Cryptosystem
• McEliece cryptosystem is an asymmetric encryption scheme proposed by Robert McEliece in 1978

• Belongs to the category of post-quantum cryptography, which refers to cryptographic algorithms
designed to be secure against attacks by quantum computers

• Uses a public key for encryption and a private key for decryption

• Public key is derived from the private key using a trapdoor function, which is a one-way function that is
easy to compute in one direction but difficult to invert without special information (the private key)

Key Components and their Roles
• Public key consists of a generator matrix of a linear error-correcting code (usually a Goppa code) and
a random permutation matrix

• Private key includes the generator matrix of the code, the random permutation matrix, and an efficient
decoding algorithm for the code

• Trapdoor function in McEliece cryptosystem is based on the difficulty of decoding a general linear
code, which is an NP-hard problem (Berlekamp-McEliece decoding problem)

Goppa Codes in McEliece

Goppa Codes and their Properties
• Goppa codes, named after Valerii Denisovich Goppa, are a class of linear error-correcting codes used
in the McEliece cryptosystem

• Possess good error-correcting capabilities and have an efficient decoding algorithm when the
underlying algebraic structure is known (part of the private key)
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• Goppa codes are defined over a finite field and are constructed using a generator polynomial (Goppa
polynomial) and a set of distinct elements from the field

Key Generation Process
• Key generation in McEliece cryptosystem involves selecting a random binary Goppa code with a
chosen set of parameters (code length, dimension, and error-correcting capability)

• Generate the private key by constructing the generator matrix of the Goppa code, along with a random
dense matrix (scrambling matrix) and a random permutation matrix

• Compute the public key by multiplying the generator matrix with the scrambling matrix and applying
the permutation matrix to the result

• Keep the Goppa polynomial, the scrambling matrix, and the permutation matrix as part of the private
key for efficient decoding during decryption

Encryption and Decryption Process

Encryption Steps
• Plaintext message is first encoded into a binary vector of length equal to the dimension of the Goppa
code used in the cryptosystem

• Encoded message is multiplied with the public key matrix to obtain an intermediate ciphertext

• Random error vector of a fixed weight (determined by the error-correcting capability of the code) is
generated and added to the intermediate ciphertext to form the final ciphertext

Decryption Steps
• Ciphertext is first permuted using the inverse of the permutation matrix (part of the private key)

• Permuted ciphertext is decoded using the efficient decoding algorithm of the Goppa code (part of the
private key), which removes the added errors and recovers the encoded message

• Encoded message is then multiplied with the inverse of the scrambling matrix (part of the private key)
to obtain the original plaintext message

Example of Encryption and Decryption
• Consider a McEliece cryptosystem using a binary Goppa code with length 2048, dimension 1024, and
error-correcting capability of 50 errors

• Plaintext message "Hello, World!" is encoded into a 1024-bit binary vector

• Encoded message is multiplied with the 2048x1024 public key matrix, resulting in a 2048-bit
intermediate ciphertext

• Random error vector of weight 50 is added to the intermediate ciphertext, forming the final 2048-bit
ciphertext

• During decryption, the ciphertext is permuted, decoded using the Goppa code's decoding algorithm,
and multiplied with the inverse scrambling matrix to recover the plaintext message "Hello, World!"
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13.3 Secret Sharing Schemes
Secret sharing schemes distribute sensitive information among multiple parties, ensuring that only
authorized groups can reconstruct the secret. This cryptographic technique enhances security by requiring
collaboration and preventing single points of failure.

Shamir's Secret Sharing, a popular threshold scheme, uses polynomial interpolation to split secrets. It
provides information-theoretic security and efficient reconstruction, making it valuable for protecting critical
data in various applications.

Secret Sharing Schemes

Overview and Key Concepts
• Secret sharing schemes distribute a secret among a group of participants

• Each participant is allocated a share of the secret

• Shares are distributed by a central authority called the dealer

• Access structure defines the subsets of participants that can reconstruct the secret

• Specifies which combinations of participants are authorized to recover the secret

• Can be expressed as a list of authorized subsets or a Boolean function

• Threshold schemes are a special case of secret sharing where the access structure is defined by a
threshold value

• A  threshold scheme requires at least  out of  total participants to reconstruct the secret

• Any subset of fewer than  participants learns no information about the secret

Reconstruction Process and Security
• Reconstruction is the process of recovering the secret from a sufficient number of shares

• Authorized subsets of participants pool their shares to reconstruct the secret

• Reconstruction algorithms vary depending on the specific secret sharing scheme used

• Secret sharing schemes provide security by ensuring that unauthorized subsets of participants cannot
learn the secret

• Individual shares reveal no information about the secret on their own

• Adversaries must compromise a sufficient number of participants to gain any information

• Ideal secret sharing schemes have shares that are the same size as the secret

• Larger share sizes may be required for additional security properties or efficient reconstruction

Shamir's Secret Sharing

Scheme Overview and Construction
• Shamir's secret sharing is a widely used  threshold scheme based on polynomial interpolation
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• Utilizes the fact that a polynomial of degree  is uniquely determined by  points

• The secret is encoded as the constant term of a polynomial, and shares are generated from
evaluations of the polynomial

• To share a secret  among  participants with threshold , the dealer: 1. Chooses a random
polynomial  of degree  with  2. Computes shares by evaluating  at  distinct
non-zero points (participant IDs) 3. Distributes the shares to the corresponding participants

• Reconstruction is performed using Lagrange polynomial interpolation

• Any subset of  or more participants can reconstruct  and recover the secret 

Security Properties and Reed-Solomon Codes
• Shamir's scheme provides information-theoretic security

• Any subset of fewer than  shares reveals no information about the secret

• Based on the security of Reed-Solomon codes, which are maximum distance separable (MDS) codes

• Reed-Solomon codes are used in the construction of Shamir's scheme

• Shares are generated as evaluations of a Reed-Solomon codeword polynomial

• Error correction properties of Reed-Solomon codes enable robust reconstruction

• Shamir's scheme is ideal, with share sizes equal to the size of the secret

• Optimal in terms of storage efficiency and security

• Computationally efficient for share generation and secret reconstruction

13.4 Data Integrity and Authentication Codes
Data integrity and authentication codes are crucial for ensuring the accuracy and trustworthiness of
information. These techniques protect against data corruption and unauthorized modifications, using
methods like error detection codes, checksums, and parity bits.

Authentication methods like Message Authentication Codes (MACs) and digital signatures verify the origin
and integrity of messages. These tools, along with cryptographic hash functions, form the backbone of
secure communication and data protection in modern systems.

Data Integrity Techniques

Ensuring Data Accuracy and Consistency
• Data integrity involves maintaining the accuracy, consistency, and trustworthiness of data throughout
its lifecycle

• Ensures data is not altered, corrupted, or lost during storage, transmission, or processing

• Crucial for critical applications (financial transactions, medical records) where data reliability is
essential

• Error detection codes are used to identify and detect errors in transmitted or stored data

• Enable the receiver to determine if the data has been corrupted during transmission
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• Examples include cyclic redundancy check (CRC), checksums, and parity bits

• Cyclic redundancy check (CRC) is a popular error detection technique

• Calculates a fixed-size check value based on the data being transmitted or stored

• Check value is appended to the data and used to verify its integrity at the receiving end

• Commonly used in network protocols (Ethernet) and data storage systems (hard drives)

Specific Error Detection Techniques
• Checksums are simple error detection codes that calculate the sum of all the bytes or words in a block
of data

• The calculated checksum is appended to the data and verified at the receiving end

• Provides a basic level of error detection but may not detect all types of errors (transposition errors)

• Parity bits are single bits added to a block of data to ensure an even or odd number of 1s

• Even parity means the total number of 1s, including the parity bit, is even

• Odd parity means the total number of 1s, including the parity bit, is odd

• Parity bits can detect single-bit errors but not multiple-bit errors or transposition errors

Authentication Methods

Message Authentication Codes (MAC)
• Authentication codes are used to verify the authenticity and integrity of a message

• Ensure the message originated from the claimed sender and has not been tampered with during
transmission

• Commonly used in secure communication protocols (HTTPS) and digital payment systems

• Message authentication codes (MAC) are cryptographic codes that provide message authentication

• Generated using a secret key shared between the sender and receiver

• The MAC is appended to the message and verified by the receiver using the same secret key

• Provides strong authentication and integrity protection against unauthorized modifications

Digital Signatures
• Digital signatures are a form of authentication that uses public-key cryptography

• The sender signs the message using their private key, and the receiver verifies the signature using the
sender's public key

• Provides non-repudiation, meaning the sender cannot deny having sent the message

• Widely used in secure email communication (PGP) and digital document signing (PDF signatures)
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Cryptographic Functions

Hash Functions
• Hash functions are mathematical functions that map arbitrary-sized input data to a fixed-size output
(hash value or digest)

• The output is unique to the input data, and even small changes in the input result in a significantly
different hash value

• Used for data integrity verification, password storage, and indexing in hash tables

• Cryptographic hash functions are a special class of hash functions designed for cryptographic
purposes

• Possess additional security properties (pre-image resistance, second pre-image resistance, collision
resistance)

• Commonly used cryptographic hash functions include SHA-256, SHA-3, and BLAKE2

• Essential building blocks for various cryptographic protocols (digital signatures, message
authentication codes)
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Unit 14 – Coding Theory: Communication
and Storage
14.1 Error Control in Digital Communication Systems
Error control in digital communication systems is crucial for ensuring reliable data transmission. This topic
covers various techniques like Forward Error Correction and Automatic Repeat Request, which add
redundancy or request retransmissions to combat errors.

Advanced error correction codes like convolutional codes, turbo codes, and LDPC codes are explored.
These powerful codes, along with performance metrics like BER and SNR, help achieve near-optimal
communication rates in noisy channels.

Error Control Techniques

Forward Error Correction (FEC) and Automatic Repeat Request (ARQ)
• Forward Error Correction (FEC) adds redundancy to transmitted data enabling the receiver to detect
and correct errors without retransmission

• FEC techniques include block codes (Reed-Solomon codes) and convolutional codes

• Automatic Repeat Request (ARQ) detects errors at the receiver and requests retransmission of
erroneous data

• ARQ protocols include Stop-and-Wait ARQ, Go-Back-N ARQ, and Selective Repeat ARQ

• Stop-and-Wait ARQ sends one frame at a time and waits for an acknowledgment (ACK) before
sending the next frame

• Go-Back-N ARQ sends multiple frames and retransmits all frames starting from the erroneous one
upon receiving a negative acknowledgment (NACK)

Hybrid ARQ and Interleaving
• Hybrid ARQ combines FEC and ARQ to achieve better error control performance

• In Type I Hybrid ARQ, the receiver attempts to correct errors using FEC and requests retransmission
if correction fails

• Type II Hybrid ARQ sends additional redundancy information in retransmissions to assist error
correction

• Interleaving rearranges the order of transmitted bits to spread out burst errors

• Interleaving improves the performance of FEC by making errors appear more random and easier to
correct

• Examples of interleaving include block interleaving and convolutional interleaving
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Error Correction Codes

Convolutional Codes and Turbo Codes
• Convolutional codes generate redundancy by combining the current input bit with previous input bits
using shift registers and modulo-2 adders

• The encoding process of convolutional codes can be represented by a trellis diagram

• Decoding of convolutional codes is performed using the Viterbi algorithm, which finds the most likely
transmitted sequence based on the received sequence

• Turbo codes are a class of high-performance error correction codes that achieve near-Shannon limit
performance

• Turbo codes consist of two or more convolutional encoders connected in parallel with an interleaver
between them

• The decoding of turbo codes involves iterative exchange of soft information between component
decoders

Low-Density Parity-Check (LDPC) Codes
• Low-Density Parity-Check (LDPC) codes are linear block codes with sparse parity-check matrices

• LDPC codes can be represented by a Tanner graph, where nodes represent variable nodes (bits) and
check nodes (parity-check equations)

• Decoding of LDPC codes is performed using message-passing algorithms such as the sum-product
algorithm or the min-sum algorithm

• LDPC codes have excellent error correction performance and are widely used in modern
communication systems (5G, Wi-Fi, satellite communications)

• Examples of LDPC codes include regular LDPC codes and irregular LDPC codes

Performance Metrics

Bit Error Rate (BER) and Signal-to-Noise Ratio (SNR)
• Bit Error Rate (BER) is the ratio of the number of bit errors to the total number of transmitted bits

• BER is a key performance metric for evaluating the effectiveness of error control techniques

• Signal-to-Noise Ratio (SNR) is the ratio of the signal power to the noise power in a communication
system

• SNR is often expressed in decibels (dB) and indicates the quality of the communication channel

• Higher SNR values generally correspond to lower BER and better error correction performance

• The relationship between BER and SNR depends on the modulation scheme and error control
technique used
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Channel Capacity
• Channel capacity is the maximum rate at which information can be reliably transmitted over a
communication channel

• The Shannon-Hartley theorem gives the channel capacity  as , where  is the
channel bandwidth,  is the signal power, and  is the noise power

• Error correction codes aim to achieve reliable communication at rates close to the channel capacity

• The gap between the achievable rate of a practical error correction code and the channel capacity is
called the Shannon limit

• Modern error correction codes (turbo codes, LDPC codes) can operate within a fraction of a decibel
from the Shannon limit

14.2 Coding for Data Storage and RAID Systems
Coding for data storage and RAID systems is all about keeping your data safe and accessible. These
techniques use clever math to protect against hardware failures and data corruption, ensuring your
precious information stays intact.

RAID combines multiple drives into one super-drive, while error detection and correction catch and fix
mistakes. Advanced coding methods like Reed-Solomon and erasure codes take things even further,
offering robust protection for critical data.

RAID and Data Storage

RAID Configurations
• Redundant Array of Independent Disks (RAID) combines multiple physical disk drives into a single
logical unit for data redundancy and performance improvement

• RAID levels define the specific configuration and determine how data is distributed and protected
across the drives

• Common RAID levels include RAID 0 (striping), RAID 1 (mirroring), RAID 5 (striping with distributed
parity), and RAID 6 (striping with double distributed parity)

• RAID controllers manage the RAID array and handle tasks such as data distribution, parity calculation,
and drive failure recovery

Data Striping and Fault Tolerance
• Data striping involves splitting data into smaller chunks and spreading them across multiple drives in a
RAID array

• Striping improves read and write performance by allowing parallel access to data across multiple
drives (interleaved access)

• Fault tolerance ensures data remains accessible even if one or more drives in the array fail

• RAID levels like RAID 1, RAID 5, and RAID 6 provide fault tolerance through data redundancy
(mirroring or parity)

• In the event of a drive failure, the RAID controller can reconstruct the missing data from the remaining
drives and continue operating without data loss
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RAID Benefits and Considerations
• RAID improves data availability, reliability, and performance compared to single-drive storage systems

• RAID 0 offers high performance but no fault tolerance, while RAID 1 provides fault tolerance through
mirroring at the cost of reduced storage capacity

• RAID 5 and RAID 6 balance performance, fault tolerance, and storage capacity by using striping with
distributed parity

• Implementing RAID requires careful consideration of factors such as performance requirements, data
criticality, storage capacity, and budget

• Regular monitoring, maintenance, and backup strategies are crucial to ensure the long-term reliability
and integrity of RAID storage systems

Error Detection and Correction

Error Detection and Correction Techniques
• Error Detection and Correction (EDAC) techniques are used to identify and correct errors in data
storage and transmission

• Parity bits are additional bits added to data to detect errors by checking the parity (even or odd) of the
data bits

• Hamming codes are a type of error-correcting code that can detect and correct single-bit errors and
detect (but not correct) double-bit errors

• Hamming codes calculate parity bits based on specific bit positions and use them to identify and
correct errors

Error Correction Code Memory
• Error Correction Code (ECC) memory is a type of computer memory that includes additional parity bits
for error detection and correction

• ECC memory can detect and correct single-bit errors and detect multi-bit errors, improving system
reliability and data integrity

• When writing data to ECC memory, the memory controller calculates the ECC parity bits and stores
them alongside the data

• During read operations, the memory controller recalculates the ECC parity bits and compares them
with the stored parity bits to detect and correct errors

Importance of Error Detection and Correction
• Error detection and correction techniques are essential for maintaining data integrity in storage
systems and data transmission

• Data corruption can occur due to various factors, such as hardware failures, electrical interference, or
cosmic radiation

• Detecting and correcting errors prevents data loss, ensures data consistency, and maintains system
stability
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• Error detection and correction are particularly important in critical applications, such as financial
transactions, scientific simulations, and aerospace systems, where data accuracy is paramount

Advanced Coding Techniques

Reed-Solomon Codes
• Reed-Solomon codes are a class of error-correcting codes used in various applications, including data
storage, satellite communications, and QR codes

• Reed-Solomon codes are based on polynomial algebra and can correct multiple symbol errors (where
a symbol is a group of bits)

• The encoding process involves dividing the data into symbols, adding redundant symbols calculated
using polynomial operations, and creating a codeword

• During decoding, the Reed-Solomon decoder can identify and correct errors by evaluating the
received codeword against the expected polynomial

Erasure Codes
• Erasure codes are a type of forward error correction (FEC) technique used in distributed storage
systems and data transmission

• Erasure codes split data into fragments and encode them with redundant information, allowing the
original data to be reconstructed from a subset of the fragments

• Examples of erasure codes include Reed-Solomon codes, Tornado codes, and Fountain codes

• Erasure codes are used in various applications, such as cloud storage, distributed file systems
(HDFS), and content delivery networks (CDNs)

• Erasure coding provides fault tolerance and efficient storage utilization by allowing data to be
reconstructed from a subset of the available fragments, even if some fragments are lost or corrupted

Benefits of Advanced Coding Techniques
• Advanced coding techniques like Reed-Solomon codes and erasure codes provide robust error
correction capabilities beyond simple parity-based methods

• These techniques can correct multiple errors and handle burst errors, making them suitable for
environments with higher error rates or data loss

• Reed-Solomon codes are widely used in storage devices (CDs, DVDs), wireless communications, and
space communications due to their strong error correction properties

• Erasure codes enable efficient and fault-tolerant storage in distributed systems, reducing the storage
overhead compared to traditional replication while maintaining data reliability

• Advanced coding techniques contribute to the overall reliability, integrity, and efficiency of data
storage and transmission systems in various domains

14.3 Network Coding Fundamentals
Network coding is a game-changer in data transmission. It combines packets at network nodes, boosting
efficiency and throughput beyond traditional routing. This technique maximizes network capacity, making it
a powerful tool for modern communication systems.
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Linear and random network coding are key variants. They use different methods to combine packets, each
with unique benefits. Understanding encoding, decoding, and network topology is crucial for grasping how
network coding revolutionizes data flow in various applications.

Network Coding Techniques

Linear Network Coding
• Involves linearly combining incoming packets at intermediate nodes in the network using coefficients
from a finite field

• Allows for efficient information dissemination and increased throughput compared to traditional routing
techniques

• Requires careful selection of coding coefficients to ensure successful decoding at the receivers

• Enables the network to achieve the maximum possible throughput, known as the min-cut capacity

Random Network Coding
• A variant of linear network coding where the coding coefficients are randomly selected from a finite
field

• Simplifies the encoding process by eliminating the need for centralized coordination of coding
coefficients

• Provides robustness against network failures and topology changes

• Achieves near-optimal throughput performance with high probability

Encoding and Decoding
• Encoding vector represents the linear combination of the original packets used to generate an
encoded packet

• Consists of coefficients used in the linear combination, typically from a finite field (GF(2^8))

• Decoding matrix is constructed at the receivers using the received encoding vectors

• Gaussian elimination is applied to the decoding matrix to recover the original packets

• Successful decoding requires receiving a sufficient number of linearly independent encoding vectors

Network Topology and Flow

Butterfly Network
• A canonical example used to illustrate the benefits of network coding

• Consists of two source nodes, two intermediate nodes, and two destination nodes

• Demonstrates how network coding can achieve higher throughput compared to traditional routing

• Allows for the simultaneous transmission of two packets to both destinations in a single time slot

Network Topology and Min-cut Max-flow Theorem
• Network topology refers to the arrangement and interconnection of nodes in a network
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• Affects the feasibility and efficiency of network coding schemes

• Min-cut max-flow theorem states that the maximum flow in a network is equal to the minimum capacity
of any cut separating the source and the sink

• Provides a fundamental limit on the achievable throughput in a network

• Network coding allows the network to achieve the min-cut capacity, which may exceed the traditional
routing capacity

Throughput Enhancement
• Network coding can significantly improve the throughput of a network compared to traditional routing

• Exploits the broadcast nature of wireless networks by allowing nodes to combine and forward packets

• Reduces the number of transmissions required to deliver packets to multiple destinations

• Enables the network to approach the theoretical maximum throughput determined by the min-cut
max-flow theorem

Applications

Multicast and Content Distribution
• Network coding is particularly beneficial for multicast scenarios, where data is transmitted from a
single source to multiple receivers

• Allows for efficient distribution of content, such as video streaming or file sharing, to a large number of
users

• Reduces the bandwidth requirements and improves the reliability of multicast transmissions

• Examples include peer-to-peer content distribution systems (BitTorrent) and content delivery networks
(Akamai)

Wireless Networks and Ad Hoc Networks
• Network coding can enhance the performance of wireless networks by exploiting the broadcast nature
of wireless medium

• Enables efficient packet forwarding and reduces the impact of packet losses and collisions

• Particularly useful in ad hoc networks, where nodes can dynamically combine and forward packets
without centralized control

• Improves the robustness and adaptability of wireless networks in challenging environments (sensor
networks, military communications)

14.4 Quantum Error-Correcting Codes: Introduction
Quantum error-correcting codes protect quantum information from decoherence and other errors. These
codes encode logical qubits into larger systems, allowing detection and correction of errors without
disturbing the quantum state.

Quantum error correction is crucial for building reliable quantum computers and communication systems. It
addresses challenges like superposition and entanglement, enabling longer coherence times and more
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complex quantum operations.

Quantum Information Basics

Fundamental Concepts of Quantum Information
• Qubit represents the fundamental unit of quantum information

• Can exist in a superposition of two basis states, typically denoted as  and 

• Contrasts with classical bits, which can only be in one of two states (0 or 1)

• Quantum Superposition allows a qubit to be in a linear combination of its basis states

• Represented mathematically as , where  and  are complex amplitudes

• Enables quantum computers to perform many calculations simultaneously (quantum parallelism)

Challenges in Maintaining Quantum States
• Decoherence describes the loss of quantum coherence in a system

• Occurs when a quantum system interacts with its environment, causing the superposition to collapse

• Leads to errors in quantum computations and limits the time available for quantum operations

• Mitigating decoherence is crucial for building reliable quantum computers (error correction, shielding,
etc.)

• Entanglement is a quantum phenomenon where two or more qubits become correlated

• Entangled qubits exhibit non-local correlations that cannot be explained by classical physics

• Allows for novel applications in quantum computing, communication, and cryptography (superdense
coding, quantum teleportation)

• Entanglement is fragile and can be easily disrupted by decoherence, requiring careful management

Quantum Error Correction Schemes

Stabilizer Codes for Quantum Error Correction
• Stabilizer Codes are a class of quantum error-correcting codes based on the stabilizer formalism

• Encode logical qubits into a larger Hilbert space using a set of stabilizer operators

• Stabilizer operators are Pauli operators that leave the code space invariant

• Errors can be detected and corrected by measuring the stabilizer operators and applying appropriate
corrections

• Shor Code is one of the first quantum error-correcting codes proposed by Peter Shor

• Encodes one logical qubit into nine physical qubits

• Can correct arbitrary single-qubit errors (bit flip, phase flip, or both)

• Serves as a foundation for more advanced quantum error correction schemes
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Other Notable Quantum Error Correction Codes
• Steane Code is a quantum error-correcting code that uses seven qubits to encode one logical qubit

• Belongs to the class of CSS (Calderbank-Shor-Steane) codes, which are constructed from classical
error-correcting codes

• Can correct arbitrary single-qubit errors, similar to the Shor code

• Requires fewer physical qubits compared to the Shor code, making it more resource-efficient

• Other quantum error correction codes include:

• Surface codes: Topological codes that are highly scalable and have high error thresholds

• Color codes: Topological codes that allow for transversal implementation of logical gates

• Concatenated codes: Recursive construction of quantum codes to achieve higher levels of protection

Quantum Error Types and Circuits

Common Error Types in Quantum Systems
• Pauli Errors are a type of quantum error described by the Pauli operators (X, Y, Z)

• Bit flip error (X): Flips the state of a qubit from  to  or vice versa

• Phase flip error (Z): Introduces a relative phase of -1 between the  and  states

• Combined error (Y): Applies both a bit flip and a phase flip to a qubit

• Quantum error correction schemes aim to detect and correct these types of errors

• Other error types include:

• Amplitude damping: Loss of energy from a qubit to its environment

• Phase damping: Loss of quantum coherence without energy dissipation

• Leakage errors: When a qubit transitions to states outside the computational subspace

Quantum Circuits for Error Correction
• Quantum Circuit is a model for quantum computation that represents a sequence of quantum gates
and measurements

• Quantum gates are unitary operations that manipulate the state of qubits (Hadamard, CNOT, Pauli
gates, etc.)

• Measurements collapse the quantum state and provide classical information about the system

• Quantum circuits are used to implement quantum error correction schemes by encoding, detecting,
and correcting errors

• Examples of quantum circuits for error correction include:

• Encoding circuits: Prepare the logical qubit by entangling it with ancillary qubits

• Syndrome measurement circuits: Measure the stabilizer operators to detect errors without disturbing
the encoded information
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• Error correction circuits: Apply the appropriate quantum gates to correct the detected errors and
restore the logical qubit state


